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ABSTRACT

The theory of formal methods had a profound effect on computer science. By providing tools that
can verify a program's correctness or generate software that is “correct-by-construction,” Formal
Methods made it much easier to design safer, bug-free code for computer systems. Safe, bug-free
code is not only helpful in pure software systems, but also in systems that interact with and manip-
ulate the world. Unfortunately, these so-called Cyber-Physical Systems (CPSs) have limitations or
considerations that prevent many of the formal methods tools from being immediately applied to
them. Of the many limitations that prevent Formal Methods from being applied to Cyber-Physical
Systems, this dissertation discusses three types: sensing, modeling, and information limitations.

First, this dissertation develops a method for overcoming a practical sensing limitation called
“missing data.” Missing data refers to a phenomena where some data that is important to the CPSs
safety is lost either in transmission or during sensing. This work provides a method for guar-
anteeing safety of a CPS experiencing missing data during a reachability task. Speci cally, we
de ne alinear program that is feasible if and only if an adaptive controller exists that is guaranteed
to achieve the reachability task subject to missing data. The adaptive controller is composed of
pre x-constrained linear controllers with a simple switching rule between them and can be opti-
mized with respect to a convex objective function.

Second, this dissertation develops a method for overcoming the limitations in our ability to
model CPSs. Often, a single model of the CPS is not known a priori but a family of potential
models is known. To guarantee that our system is safe while accomplishing a reachability task
and with only a family of models known a priori, this work provides a bilinear optimization-based
method which can guarantee task satisfaction despite this initial model uncertainty. Each model
can be incorporated into an optimization using a consistency set, which is similar to a reachable
set but contains additional model information. The consistency set is used to determine which
actions will discriminate (or reveal information about the true, linear mode of the system) a priori
and thus analyzes the trade-offs of discriminating actions and other tasks (such as reachability of
a target region or minimization of a cost). The controller design problem is de ned as a bilinear
optimization. Rather than constructing this bilinear optimization problem from scratch, a method
is presented for translating Linear Temporal Logic with the epistemic knowledge operator (KLTL)
formulae into bilinear optimization problems.

Xiv



Thirdly, this dissertation develops a method for overcoming the limited ability of a single CPS
to make safe actions when part of a large collection of connected CPSs. The proposed method
decomposes the problem of guaranteeing the safety of a collection of CPSs into a series of smaller
problems for each individual agent using the framework of the inter-triggering hybrid automaton
(ITHA). Under this framework, the problem can be solved by nding self-safe actions (actions that
an agent knows should be safe under its own dynamics) along with responsible actions (actions
that will not cause problems for others that this agent is “responsible for”).

XV



CHAPTER 1

Introduction

Adaptation to new environments has been an extremely useful skill for humans, allowing us to
limit the number of skills we need to master to survive. For example, a person living in the tropical
nation of Trinidad and Tobago can limit the number of skills they learn about keeping warm on the
tundra because they will likely never need that knowledge to survive. This person can adapt to the
tropical climate and avoid overly concerning themselves with non-tropical issues.

While such adaptation would be similarly useful in robots and other cyber-physical systems,
transferring the adaptation to them has been dif cult. For example, a robot that is xed in a certain
environment (e.g., a restaurant) might need a policy to achieve its tasks safely, while the same robot
in different environment (e.g., a home) might require a somewhat different policy. The policy the
robot must use to take actions depends on the environment and what we can sense, predict, or
previously know about it. The task of using information collected about the environment to select
a policy that achieves a given task is the focus of the eld of adaptive control.

The eld of adaptive control initially addressed the design of adaptive controllers for aircraft
autopilot systems [179]. The designers of autopilot systems realized that, while a certain PID
controller would safely guide a pilot at certain altitudes and aircraft speeds, it would not be safe at
other altitudes and aircraft speeds. The adaptive controller was designed to safely switch between
multiple PID structures depending on the measurements of the current altitude and speed. This
switching adaptive structure was developed in the 1950s, and many other forms of adaptive control
were developed in subsequent years. Unfortunately, the many types of adaptive controllers that
were used to satisfy goals and speci cations such as stability were not of use in some practical
situations or were dif cult to certify.

A richer set of goals is discussed in the area of formal methods (originally created in computer
science). Formal methods is used in computer science as a set of tools that can for verify the
correctness of or correctly design software. The success of such tools has caught the attention of
control theorists and The area of formal methods in control seeks to expand the set of speci ca-
tions that controllers can achieve. Speci cations such as reachability and invariance are of interest



in this eld, and practitioners attempt to design controllers that satisfy these speci cations. The
controllers developed by formal methods practitioners have been applied to linear [72, 122], non-
linear [2], and hybrid [76] cyber-physical systems including adaptive cruise control [111, 2] and
air conditioning systems for public buildings [72]. While the number of places where formal meth-
ods have been used is inspiring, there are many limitations as to where it can be applied. Formal
methods, for example, are typically used in systems where the state is directly observed or where
the states of the system are nite.

Assuming that the state of the system is directly observed (state feedback) or that the number of
states in the system are nite ( nite state space) are prohibitive for many interesting cyber-physical
systems such as robot manipulators or large eets of autonomous vehicles. In such situations,
the hidden dimensions, or the large dimensions of the system state, make using classical formal
methods problematic. When these properties of the state are present, we propose methods that
allow for the synthesis of controllers that correctly satisfy the goal or speci cation using adaptive
controllers.

The form of dynamical system that will be discussed in this dissertation is the discrete-time
hybrid system:

De nition 1 (Hybrid System with Unknown Parameterg) discrete-time hybrid system with hid-
den mode is a system whose hybrid state at tirsg= ( X;; @), evolves according to the function:

s(t+1) = f (s(t);u(t); w(t));  w(t) 2 W (1.1)
and its state is measured according to the function

y() =1 (GSO;VD); V() 2 V! (1.2)

The hybrid states; is composed of the continuous stat@) and the discrete statgt). The
parameter is not directly observed but can impact the dynamics or the measurement function.
The input to the system ig(t). The process disturbance to the hybrid system's dynami(ts
belongs to a bounded sy that is determined by the discrete sgt). The measurement
function! is a function of the current time, the state and the measurement distur@nednich
belongs to a bounded séf) that is determined by the discrete stgtt).

The dynamicd is assumed to be a Lipschitz continuous function for a xed mo@e . The
measurement function may not be smooth.

Dissertation Organization. During the rest of this chapter, two of the elds (Adaptive Control
and Formal Methods) that this dissertation seeks to combine are discussed. In Chapter 3 of this
dissertation, an adaptive controller is developed which can be used to tackle the problem of con-



trolling a dynamical system in the presence of data or measurement loss during transmission from
the sensor to the controller (i.k. (t; s) becomes an empty set for speci c values dfin Chapter

4, an adaptive controller is developed which automatically trades off between mode discrimination
and robust control to achieve a nite time horizon task (i.e. the synthesis algorithm automatically
determines which regimes; the nal controller will be robust to depending on user prefer-
ences and the important constraint of achieving the task). In Chapter 5, we present a method which
synthesizes an adaptive controller of the form in Chapter 4 that correctly satis es a KLTL formula.

In Chapter 6, we present a method developed in [136] for designing an adaptive controller which
uses intention estimation techniques to decide which robust control invariant set to use to guide its
decision-making. In Chapter 7, the conditions under which a very permissive or very conserva-
tive adaptive controller can be developed in several cyber-physical systems (e.g. an autonomous
vehicle driving on a highway) are developed in terms of a modelling formalism which simpli es
the controller synthesis problem for large multi-agent systems. Finally, this dissertation concludes
with Chapter 8, which contains a review of the results presented here and an examination of its
future implications.

1.1 Existing Gaps

This dissertation was written to address several important limitations in the eld of formal methods.
These limitations are that the eld does not yet have standard tools for addressing sensing, model
and information uncertainty. These three uncertainties will be described and then the eld's current
approaches to them will be outlined brie y in this section. A deeper analysis will be found in
Section 1.2.

» Sensing UncertaintyIn this dissertation, sensing uncertainty refers to the uncertainty in
when (if at all) measurements from sensors will arrive. This phenomena of delayed or
dropped sensor measurements in control systems has been studied in the area of wireless
control networks [173, 54], but has not been fully explored by the formal methods commu-
nity. This is crucial because many important control systems in today's world (e.g., storm
water drainage systems, power generation networks) rely on sensor readings being sent wire-
lessly across large distances. It is well-understood that such communications can be delayed
or interrupted due to things like weather and adversarial attacks on the network [104].

* Model Uncertainty In this dissertation, model uncertainty refers to parametric uncertainty
in the dynamics of a system (i.e. how the current state evolves into the next state). The
“parametric uncertainty” in the dynamics indicate that there are some parameters (typically
that cannot be sensed) but govern the dynamics of the system. This is often the case when
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a robotic system interacts with objects and people in the real world. Objects in the world
have different masses, materials, and shapes which can dramatically impact how their state
evolves over time [117] (e.g. a rubber ball will bounce in a very differently way than a glass
ball). Learning or adapting to knowledge about the dynamics is necessary to understand
these parameters in real-time and then to make guarantees about correctness and safety.
Making such guarantees has only just begun to be studied through work such as [133, 91].

* Information Uncertainty In this dissertation, information uncertainty refers to the uncer-
tainty which occurs when a single agent (or robot) must make a decision as part of a team,
but only has understanding about its individual state and its neighboring teammates. The
problem of designing controllers or decision-making software for a single agent with limited
knowledge about its team is the decentralized control problem and it has been approached
recently by the formal methods community [114, 105, 119]. The approaches to the problem
have many different avors, but are sometimes limited by the de nition of safety and other
tasks. Specifying safety now often requires careful contract de nitions [57, 25, 58], but a
more exible notion of safety (e.g., [141]) may be better suited for these problems.

1.2 Literature Review

The following collection of prior work will be useful in putting this work’s claims into context.

1.2.1 Real-World Limitations of CPSs

The rst part of this literature review will discuss the many ways that a real CPS differs from the
idealized CPS considered in traditional formal methods research. These differences are described
as “uncertainties” which are not present in traditional formal methods problem statements but must
exist in order for correct-by-construction control to work on real CPSs.

1.2.1.1 Sensing Uncertainty (or Intermittent Sensing)

In this dissertation, sensing uncertainty refers to the uncertainty in when (if at all) measurements
from sensors will arrive.

Sensor information may be delayed when reaching a decision maker by things such as com-
munication queues in networks. For this reason, the subject of handling delayed measurements
has been studied in the context of networked control systems for a long time [177]. In that con-
text, delays in the transmission of sensor data to controllers and controller information to actuators



can be expected when transmitting across the network. We will primarily focus on the delay in
transmission of sensor data to a controller/estimator in this dissertation.

The delay itself can be modeled as the output of a stochastic process. Several works model
it as a Markov Decision Process with known [143] or partially known [176] transition proba-
bilities. Nonetheless, the probabilistic nature of these approaches is not directly applicable for
several safety-critical applications, where hard bounds on the estimation or tracking errors are of-
ten necessary. For example, in motion planning problems with long time horizons, the transition
probabilities lead to the overall plan having a low probability of success.

Sensor information may also be completely lost when being transmitted to a decision maker.
Control and estimation problems for systems subject to such losses are sometimes said to be subject
to missing data or intermittent measurements. These systems have been extensively considered in
the context of networked control systems [175, 145, 19] and more recently for security problems
involving denial of service attacks [4]. For missing and intermittent observations modeled by
probability distributions, extensions of the Kalman Iter have been proposed (e.g., [145, 78, 16])
to estimate the system state. Set-membership estimators have also been proposed to estimate
the state of the system subject to such events [56, 164]. Set-membership estimators produce an
estimate which is a set of potential values that the state can currently have given the previous data.
Similarly, in this setting of probabilistic data loss models, stabilizing controllers or controllers
minimizing a quadratic cost have been studied (e.g., [140, 175, 55]). The probabilistic nature of
many of these approaches makes it somewhat hard to use for safety-critical applications, but the set-
membership approaches are much easier to apply for safety-critical systems. The set-membership
estimators produce hard bounds on the estimation or tracking errors which can be used to guarantee
that a state is safe during control.

Another approach for modeling missing data patterns is to use a characterization of the set of
all plausible missing data patterns. A simple characterization of this sort is the so{callkjl
rmness [77, 49] that indicates that for akyconsecutive measurements, at leastre available.

A more general set description can be obtained using automata [79, 171] or nite languages [131,
67, 132] to represent the set of all feasible missing data patterns. In continuous time, missing data
patterns are effectively intervals during which measurements are not taken [84]. Jungers etal. [79]
study observability and controllability like properties for discrete-time linear systems subject to
data loss, and characterize conditions on the system and the automata representing the missing data
pattern for these properties to hold. Laine et al. [84] de ne controllers for continuous time systems
with invariant set analysis and the Hamilton Jacobi partial differential equation which is also known

to struggle with scalability (in terms of the size of the state space). In this dissertation, we use the
language-based representation as in [131, 67, 132] and focus on control and estimator designs,
which guarantee constraints on the states or errors are satis ed, for systems subject to missing



measurements and various types of noise. Our approach is based on linear programming and
scales much better than similar discrete-time methods. Another related, yet complementary line
of work is on designing measurement schedules (i.e., when to measure and when not to measure
if there is a budget on the number of measurements) together with controls [39, 7], which differs
from our setting in that we assume the missing measurements are chosen adversarially from the
set of feasible patterns.

1.2.1.2 Model Uncertainty

In this dissertation, model uncertainty refers to parametric uncertainty in how the system’s state
will evolve over time (i.e., parametric uncertainty in the dynamical system model).

Parametric uncertainty is a useful concept in the real world when a CPS must interact with
many different objects or people. For example, a robotic arm brought into the home to organize
a toy room will need to understand how to manipulate objects like Hot Wheels toy cars, Lego
bricks, and much more. One could attempt to address this by saving an extremely rich data set
into the robot's memory containing every object that can possibly nd. Unfortunately, this is an
impractical solution due to the amount of data collection necessary and the amount of storage
required to keep the data set up-to-date. Instead, a less data-intensive approach is to develop
algorithms that can work for classes of objects (e.g. algorithms that work for all toy cars) by
incorporate parametric uncertainty into them. By incorporating parametric toy uncertainty into its
algorithms, an algorithm does not need to know the exact toy that it has picked up but can instead
discover the relevant parameters (e.g., mass, moment of inertia, dimensions) and then achieve the
task at hand.

As illustrated in the toy example, parametric uncertainty often arises in situations where a CPS
interacts with an object without knowledge of its physical parameters [148, 37] like mass or mo-
ment of inertia. Such parameters have physically plausible bounds which makes it easy to verify
whether or not an estimator is correctly identifying them. Model uncertainty can also arise in situa-
tions where a fault occurs in a CPS. If the possible faults are known a priori, then all faulty systems
and the correct system can be modeled a priori [169, 35]. It is up to the CPS's controller will thus
have model uncertainty whenever it is running and must continuously make decisions that prove
or disprove faultless operation.

Parametric uncertainty may appear in linear, nonlinear, and hybrid systems [106]. In some
cases, model uncertainty is represented by a nite set of potential models [121, 128] (i.e. the
parameters are the dynamics themselves). In other cases, the model uncertainty is represented by
a parameter vector which appears linearly in the dynamics [92, 150]. For an example, consider the



following dynamical system:
x=f(x) (x)” +B(X)u

which appears in [92]. When this is the case, set membership [92] or control-barrier based estima-
tors [150] can be used to identify plausible values of the uncertain paramedecasionally, the
parameter vector does not appear linearly in the dynamics but in a nonlinear, but Lipschitz function
[106] in a nonlinear or a sector-bounded function [17]. When the sector-bound is a set like a conic
hull and it is the only nonlinear component in an otherwise linear system [17], there are robust
control approaches that can handle them.

1.2.1.3 Information Uncertainty

In this dissertation, information uncertainty refers to uncertainty about the effect of a single agent's
action will be when it is part of a team but only has partial information about the team. This
uncertainty arises in the decision-making processes of single agents in large collections (e.g. a
single autonomous car on a highway of other cars) as they attempt to reason about what a safe
action will be when they do not know how other agents will react to their own action.

This uncertainty is the reason why centralized controllers (or single controllers that control
every agent in a collection) [81] are capable of achieving tasks that decentralized controllers (or
controllers that run separately on each individual agent in the collection) [11, 15, 30] can not
[157]. Unfortunately, centralized controllers can be impossible to implement in the real world due
to communication bandwidth issues [15], security/competition concerns [123], and much more.
So, decentralized controllers are needed, but come with the limitation that each controller only
understands local information.

The information available to each agent in the collection can be described with a so-called
information structure [95, 174]. An information structure can be static (i.e., the information is
shared/observed by each agent does not change over time) or dynamic (i.e., the information that
is shared can be changed by other agent's actions, states, etc.). One commonly used example
of a static information structure is the partially nested information structure [174, 6]). In this
setting, there is a tree structure that explains that for each agent (represented as a node on the
graph) the information available to it is a superset of all of the information available to its child
nodes. Another common static information structure is the one-step delayed information structure
[107, 125] where information from one agent is sent to another after one step.

The number of information structures for which strong guarantees can be made are limited.
Partially nested information structures can be very useful for making guarantees as they allow for
an intuitive decomposition of the optimal control problem. Without such information structures,



one can analyze agents individually and assume that all other agents act adversarially (a very
conservative approach)[40]. Another approach to making guarantees without the aid of helpful
information structures but with an expectation of collaboration is to use contract-based reasoning
[41, 149, 101, 163, 34, 138, 57, 88]. Another alternative viewpoint is presented by responsibility-
sensitive safety [141, 158, 68, 42], in the context of autonomous driving, where some hard safety
constraints are replaced by a notion of not causing a crash and avoiding one whenever possible.
This is particularly well-suited for scenarios where some of the agents are human-controlled, which
can lead to unpredictable behaviors. From this viewpoint, we expect autonomous agents to act in
a well-behaved fashion as long as others reciprocate, and we should not punish the autonomous
agents for failures that are out of their control.

1.2.2 Adaptive Control

Adaptive controllers are informally de ned as any “controller with adjustable parameters and a
mechanism for adjusting the parameters” [179]. This de nition is broad enough to encapsulate
many forms of feedback controllers, but several of the popular types of adaptive controllers are
gain scheduling, model reference adaptive controllers (MRACS), self-tuning regulators (STRS)
and dual controllers.

A gain scheduling controller changes its parameters depending on the operating conditions of
the process in a pre-programmed way [86]. The pre-programmed gain schedule can change gains
depending on the current time [80], the current state and its proximity to a nonlinearity/region
of interest [50], or something else. It is frequently used in nonlinear control, where known
non-linearities are compensated by a pre-computed gain schedule. Unfortunately, designing gain
scheduling controllers is not straight-forward. For example, a constraint on how quickly the state
changes [86, 36] may be needed for such methods to work on a given nonlinear systems and it is
unclear how to de ne such a limit a priori. Also, the designer must select the scheduling variables
and the switching function, a task which may not be straight-forward depending on how nonlinear
the system dynamics are.

Model reference adaptive controllers (MRACSs) or model reference adaptive systems are con-
trollers in which “the desired performance is expressed in terms of a reference model, which gives
the desired response to a command signal” [179]. In such a controller, there is a reference model
which is placed in the closed-loop system with the controller. With both of these components in
the control loop, the error (or a loss function written in terms of the error) can be minimized using
a gradient of the cost with respect to the controller's parameters. This is the so-called MIT rule
[113, 98]. The MIT rule is used to adapt adaptive controller parameters in a way that minimizes the
cost or loss and has been implemented in DC motors [13], simple robotic systems [73] and more.



Unfortunately, in these applications and others, unconstrained gradient descent is often unsafe or
undesirable. In order to decrease the value of theldsie achieving other tasks, Lyapunov theory

has replaced [116, 115, 93] or in some cases combined with the MIT rule [124] to achieve stability
while properly adapting to the target model. Other notions of stability can also be used to improve
the classic MIT rule approach to MRAC design, but all of these methods suffer from some sort of
restriction to suf ciently smooth dynamics or to systems with perfect state feedback. Only in those
situations can derivatives be consistent and thus they are the most well-studied.

Self-tuning regulators (STRs) are controllers that attempt to automate controller design and
parameter estimation during controller operation. The controller uses online estimates of the pa-
rameters to run a controller design algorithm which is then immediately used during a control task.
Notably, self-tuning regulators were originally intended for systems with unknown but constant
parameters or slowly-varying parameters [178]. The parameter value is converged upon by the pa-
rameter estimator, so that the controller (which treats the estimated parameters as the true param-
eters, a treatment which is called the certainty equivalence principle) eventually has a model close
enough to the true system's. The estimation algorithm for self-tuning regulators is usually of a sim-
ple form like the recursive least squares estimator [179, 62] but a plethora of estimation algorithms
have been proposed including support-vector based [156] algorithms. The controller synthesis al-
gorithms are typically those controller design algorithms which can be computed quickly, including
the Kalman Filter gain design algorithm [69], or a pole placement techniques [9, 161, 168, 137].
Self-tuning regulators, which mean to estimate and design controllers in real-time, are frequently
limited to using algorithms which are simple enough to be run in very fast control loops and can
not incorporate too many safety or task speci cations into their design.

Dual controllers are controllers that incorporate the dual effects of a controller's actions into the
design. The dual effects of a controller are that "control inputs to an uncertain system must have
a probing effect for active learning of system uncertainty and a directing effect for controlling the
system dynamics” [48]. Dual control design methods attempt to nd optimal controllers that solve
the stochastic version of the adaptive control problem. The principle of optimality is thus often
used to design the controller [100], but model predictive control based methods can also be used
[151, 152] to nd solutions to the problem. Unfortunately, it is frequently dif cult to solve the
control design problem using Bellman's equation because “closed-form solutions for the Bellman
equation can be obtained only for a handful of situations” [100], so approximate solutions are
found instead [71, 162]. The model-predictive control approaches also suffer from computation
dif culties and frequently resort to heuristics such as sampling trees or restrictive control functions
[162] to reduce the complexity of the optimization problem.

The adaptive controllers in this work are similar to gain scheduled controllers, self-tuning reg-
ulators and dual controllers. The aims of this dissertation are to design such controllers in a way



that correctly satis es a given speci cation for different classes of discrete-time systems.

1.2.2.1 *“Explore, Then Exploit”

One common method for quickly designing adaptive controllers is to implement a controller that
has two discrete modes. There is an “Explore” mode of the controller, which typically implements

a simple system identi cation algorithm and then there is an “Exploit” mode of the controller,
which typically implements a robust controller. This description of the adaptive controller's modes
comes from the popular explore-exploit paradigm discussed in many forms of psychological re-
search [165, 99, 32] (also examined in several related elds). Often, the “Explore” mode is run
until parametric uncertainty is reduced enough in the controller. Then, the “Exploit” mode is run
which has a guarantee that the task can be achieved when uncertainty is reduced to an acceptable
level [136]. In this section, we discuss some of the algorithms implemented in the “Explore” or
"Exploit” modes.

One form of system identi cation with formal guarantees is active mode or model discrimina-
tion [46]. The theory of active model discrimination designs controllers that can identify the true
model of a system from a class of models for the system, with predominant application being fault
detection [139, 120]. This controller, also known as a discriminating controller, produces a dif-
ferent trajectory for every system in the class when it is used to close the control loop. Designing
discriminating controllers for linear [35], nonlinear [144], or discrete-state [53] systems is an ac-
tive area of current research unto itself. For continuous-state linear or nonlinear systems, the main
design approach is based on (convex) optimization; and for discrete-state systems, the problem is
related to automata learning.

Another form of system identi cation with formal guarantees is set-membership identi cation
(SMID) [92]. An estimator using SMID produces not a single estimate of the unknown parameter
in an uncertain system, but instead produces a set of parameters which explain the observed data.
This type of system identi cation algorithm is closely related to interval estimation, where intervals
in n-dimensional space are produced as estimates of unmeasured parameters [75, 108] or states
[44]. One advantage of producing interval estimates is that computing the volume or “size” of the
estimate is easier than when the set-valued estimate is an arbitrary set.

In addition, another form of system identi cation uses small modi cations to controllers to
better identify parameters [3, 155]. In some cases, the modi cations are small deviations applied
to a trajectory-tracking controller that reveals more information about the parameters [3]. In [155],
white Gaussian noise is applied to the system by the controller in order to characterize the system.
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1.2.3 Formal Methods

Formal methods originated in computer science where designers of computer algorithms and net-
work communication protocols sought to avoid using "informal design techniques” and to instead
de ne techniques that “facilitate design of correct protocols” [29]. The three primary topics within
formal methods were de ned as speci cation, veri cation, and implementation or synthesis. While
these three topics occur in many other elds as well (e.g., control theory), “formal methods” fo-
cused on applications in computer programming. These three topics were recently incorporated
into the new areas of program synthesis in computer science [61, 51] as well as control theory.
Formal methods have been applied to controller speci cation [146], synthesis [110], and veri ca-
tion [5] in a variety of ways but we will focus on controller synthesis for the rest of this section.

A speci cation in formal methods is typically written in the form of temporal logic (e.g. LTL
[14], CTL [38], STL [96]), but can equivalently be described as an automaton [146] or via safe sets.
This dissertation will consider speci cations written in terms of temporal logics without much loss
of generality. The synthesis problem is the problem of designing a controller which guarantees that
the trajectory of the closed-loop system satis es some temporal logic property correctly often by
"[merging] concepts from formal methods, including formal speci cation languages and discrete
protocol synthesis, and those from controls, including optimization-based control and receding
horizon implementations” [167]. Discrete protocols can be developed to solve control problems
by decomposing a control system into a nite, discrete-state space system using state-space ab-
straction [66, 110, 12] and then developing a strategy over the now discrete system. Alternatively,
optimization-based protocols can be developed to achieve a speci cation by de ning controllers
via optimal control or model-predictive control approaches [18].

Until recently, most control synthesis problems in the literature used the setting where the state
of the system was completely observed by the controller and the control system's dynamics were
completely known a priori. This allows for the controller to determine the correctness or satisfac-
tion of a formula during operation, but is frequently not the case in most control problems. The
areas of output feedback is a large segment of control theory and adaptive control, as was just
stated, are also of great interest to control theorists and yet very little has been said of applying
formal methods in these settings. Some attempts at designing adaptive controllers using formal
methods have recently been published, where state space abstraction [133] was used to simplify
the problem or invariance speci cations were considered which limited the scope of the guarantees
that could be made [94]. Applying temporal logic to either of the control areas of output feedback
or adaptive control is dif cult because there is typically partial information available in each setting
and thus it is dif cult to reason about a formula being satis ed or not by the controller given the
current output trajectory. Instead, one must reason about all possible state trajectories related to an
output trajectory which requires temporal logics that can de ne hyperproperties. There are very
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few papers discussing hyperproperties for control systems [5]. To address this scarcity, this disser-
tation aims to demonstrate how epistemic logics (which can be used to represent hyperproperties)
can be used to express tasks that are important in robotics and can be used in controller synthesis.

1.2.3.1 Bounded Error Control

As we are interested in enforcing constraints on the control or estimation error, our results are
related to disturbance rejection, set-valued observers, dtering [21, 103, 142, 28, 85], though
these approaches cannot readily handle missing data. Of particular interest to our approach is an
intuitive property for state estimators called equalized performance that ensures that the estimation
error does not increase at each step (e.g., [27, 28]). Instead, we allow a bounded increase in the
error during missing data events as long as the error recovers back to its original level at the end.
From a computational standpoint, our controller and estimator synthesis approach builds upon
Q-parametrization to reduce the non-convex measurement feedback controller/estimator design
problem to a convex optimization form via a nonlinear change of variables [147]. In particular,
we restrict the controllers and design variables in the estimators to be af ne in the measurements
with memory (i.e., we allow the current action to depend on past measurements). However, the
main difference is that, instead of memory depending only on the output measurement history,
the memory of the controllers and Iters we design also depends on the pre x of the missing
data pattern seen so far (i.e., on the discrete-state history), which results in signi cantly improved
performance. As an alternative to measurement feedback one can use disturbance feedback [4, 67],
which is equivalent to measurement feedback only in special cases [59]. Existing work using
disturbance feedback with potentially missing data [4, 67] does not consider dependence on the
discrete-state history and our pre x-based parametrization can be used in disturbance feedback
controllers/ Iters as well to improve their performance. Moreover, as a minor difference from
the literature, both disturbance feedback and measurement feedbadR+yéahametrization are
mostly used for optimal control while we use the latter to enforce constraints in a worst-case
setting using tools from robust optimization, a problem stated as a future direction in [4]. Finally,
the pre x dependence can be interpreted as essentially performing estimation at the discrete-level
akin to estimators in hidden mode hybrid systems [45, 160], however in our case the mode is
observed (we know whether the measurement is missing or not at each time) but we are trying
to estimate the mode-sequence (the missing data pattern). The pre x-based parametrization we
propose is also closely related to path-dependent controllers proposed in [85] in the context of
disturbance attenuation and stability for Markov jump linear systems, with the difference being
that the problems in [85] lead to linear matrix inequalities in the controller gains due to different
control objectives, whereas in our setting the problems are non-convex in the lter/controller gains
and a nonlinear transformation is needed.
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Figure 1.1: A map showing the contributions of the dissertation and categorizes them by the type

of controller used, type of hidden mode system and speci cations that the system has.

1.3 Summary of Contributions

This dissertation makes contributions in three different areas. It is divided into three different
chapters by the different sources of uncertainty used in adaptation as illustrated in Figure 1.1. We

contribute

to each area in the following ways:

1. On adapting to sensing uncertainty:

For linear systems with output feedback and missing observations coming from a miss-
ing data pattern, we present a method for designing optimal linear controllers or esti-
mators that satisfy nite horizon reachability objectives. (Chapter 3)

The design method is a linear program and it produces a pre x-based controller, which
adapts to the missing data pattern chosen by the environment. The missing data is
slowly revealed over time in a way that allows the controller to only identify the pat-
tern's pre x at each point in time, thus making the controller pre x-based. (Chapter
3)

A nite language-based model is proposed for specifying potential missing data pat-
terns. Itis show that feedback controllers that can adapt their gains based on the pre xes
of this language can still be synthesized using convex optimization. (Chapter 3)

These results are also extended to bounded-error estimation problems in the existence
of missing data. In particular, a novel safety criteria, named equalized performance,
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that allows the error bound to be relaxed when measurements are missing as long as
there is a guarantee to recover the original bound is proposed. Estimators satisfying
this criteria are shown to be synthesized using similar techniques. (Chapter 3)

2. On adapting to modeling uncertainty:

» An estimation based controller architecture is proposed where the estimator does set-
membership model identi cation, and the controller switches its linear, disturbance-
feedback gains based on the estimator's output. Such controllers can be designed for
appropriate linear systems using bilinear programming. (Chapter 4)

» These switching adaptive controller strategies can be described by how they trade off
between exploration and exploitation with exploration-exploitation pro le When a
pro le is provided a priori, we present a method for encoding that desired amount of
exploration and exploitation into the controller design problem while still producing a
bilinear programming problem. (Chapter 4)

* Instead of designing with respect to an exploration-exploitation pro le, design of these
adaptive controllers can be done with a temporal logic formula in mind. We show how
to design adaptive controllers that satisfy a useful fragment of KLTL formulas using
bilinear optimization. (Chapter 5)

* An approach for designing adaptive controllers that solve safety problems over anin -
nite time horizon is also presented. This adaptive controller similarly uses a combina-
tion of af ne mode-discrimination and robust control invariant set selection to achieve
safety tasks. (Chapter 6)

3. On adapting to information uncertainty in large multi-agent systems:

* A modeling paradigm named, inter-triggering hybrid automaton (ITHA), is proposed
for modeling dynamically decoupled agents that interact through discrete-triggering
actions. (Chapter 7)

» Compositional safety and responsibility rules are proposed for ITHA agents. It is
shown that if all agents follow these local rules, the overall system is guaranteed to
be safe. Moreover, if one agent follows these rules, there exist strategies for the rest of
the agents to ensure safety of the overall system. This enables designing decentralized
controllers or individual controllers with these rules as constraints. (Chapter 7)

» The effects of changing the information available to each agent at run-time is inves-
tigated and different information sharing methods are proposed. It is shown that the
safety and responsibility rules adjusted to the given information structure allow local
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controllers to automatically become more permissive with increasing informativeness.
This allows a level of adaptation at design-time since information structures are as-
sumed to be xed at run-time. (Chapter 7)
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CHAPTER 2

Mathematical Preliminaries

In this chapter, we will present some of the mathematical concepts and ideas that this work relies
on. Speci cally, we discuss several concepts including polytope manipulation.

We denote the set of real numbersRythe set of non-negative real numb&s and the set
of binary numbers b¥3. Besides these important exceptions, this dissertation will use calligraphic
letters such a$ to denote sets. Throughout this work, the ndenk is assumed to be the in nity
norm, i.e., for a vectov 2 R", kvk , _max JVij.

The symbol represents the Kronecker produbt, represents the identity matrix of sike
O« m representsthe m zero matrix,1x denotes & dimensional vector of ones. The subscripts
are dropped when the dimension of the matrix is clear from the context. The operator diag
R" 1 R"™ " maps a vectov 2 R" to then n diagonal matrix with the elements gfon its
main diagonal. For matrices and vectors, the inequalitiese always taken element-wise. For a
(block) vectorv, v andv;;; denote itkth entry, and its sub-vector consisting of entries fridimto
] th, respectively.

2.1 Alphabets and Languages

We call any nite set analphabet In particular, we use= B to represent missing data patterns.
Any -valued signat| = q(to)q(to+1) :::q(to+ N) is called aword. The symbol denotes the
set of all nite-length words (including the empty word), wheredsand [T! denote the set of all
words with length equal td or with length up torl' that are formed by elements in respectively.
Forawordg2 ,itslengthis denoted bjgj. Fori j ¢, we useqys;i; to denote the lengthpre x

of . For example, iff = q(to)q(to+1) :::q(to + N), thengui; = q(to)a(to+1) :i:q(te+ 1 1).
Finally, the set of all non-empty pre xes @fis denoted by Préfj). As a concrete example, the
word g = 1001 2 B has lengthjqj = 4, gy.3) = 100 is a pre X, 23y = 00 is a subword but
not a pre X, and Prefg) = f1; 10,100 1004. An arbitrary selL of words formed from a given
alphabet is called a language over. We overload the Préf) operator and use it for languages
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as PreflL) = [ gL Prefq).
For a given se8, P ,(S) denotes the set of subsetsvith at leasin elements.
One important set in this dissertation will be the polytope.

2.2 Polytopes

Throughout this work, there are many sets of continuous variables that are represented as poly-
topes. Apolytopeis a bounded, convex set of vectors which satisfy a set of half-space constraints
(le. P = fx 2 R"jHx hgwhereH 2 R " andh 2 RY). The representation of the poly-

tope as a set of half-space constraints is called the H-Representation and always exists for each

polytope.

The following results relate polytopes to one another or describe properties of polytopes. These
results will be useful when reasoning about system trajectories and how to formulate optimal con-
trol constraints. The rst lemma identi es the conditions under which a polytope is a subset of
another polytope.

Lemma 1 (Polytope Containment [97])Consider the following two polytopes = fx 2
R" j Hxx hygandY = fy 2 R" j Hyy hyg whereHyx 2 R* " andHy 2 R%Y ",
PolytopeY containsX (i.e. X Y )if and only if there exists a matrix 2 R¥ % such that:

Hx = HY (21a)
hx hY: (21b)
The second property is one version of the well-known Farkas Lemma.

Lemma 2 (Farkas Lemma [47])Consider the matricesl 2 R9 ", h 2 R% . One and only one
of the following two conditions is true:

* There exists ar 2 R" such thatHx h, or

» There existsa 2 R9suchthatH®> =0,h> < 0, and 0.

This property allows us to identify constraints for a polytope= fx 2 R" j Hxx  hxg
being nonempty ( rst condition) or empty (second condition).

2.3 Block Triangular Matrices

In this section, we present some properties of block triangular matrices that are used to develop
optimization results later in the dissertation. Several results in this section are presented without
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proof. The proofs are located in Appendix A.1.
Recall the de nition of a triangular matrix:

De nition 2 (Lower Triangular Matrix, [87]) The matrixA 2 R" " is lower triangular ifA; =0
foralli<j .

A block (lower) triangular matrix will then be de ned as follows:

De nition 3 (Block (Lower) Triangular Matrix) The matrixA 2 R"™ ™ is| p block lower
triangular if each block&j =0 forall i <j whereAj = Ay ip+i(j+1) p (.€. Ay is the
(i;))-th (I p) block ofA.

We can decompose the block triangular matrix using a concept analogous to the principal lead-
ing sub-matrices of a lower triangular matrix.

De nition 4 (Leading Principal Block Submatrix)rhei-th leading principal block submatriaf
al pblock matrixX 2 R PP, denoted byBM ;(X), is thel  p block matrix:

BM i(X) = Xpwiywip

for all i 2 [1; min(a; b], whereX1.i.;1:p] indicates the submatrix formed by all entries of matrix
X that are in both the rstil rows and the rstip columns.

Several useful properties of the leading principal block matrix opeBditbr ( ) for block lower
triangular matrices are stated next. Proofs of these statements can be found in A.1.

Lemma 3. LetW; X 2 R3 bay 2 RPA ¢ gandZ 2 R3 3, The following properties hold:
1. BM (W + X) = BM ;(W) + BM ;(X);

2. If X andY arep qandq r block lower triangular, respectively, theBM (XY ) =
BM i(X)BM i(Y);

3. If Z is nonsingular and s block lower triangular, theiBM ;(Z 1) = (BM ;(2)) 1,
forall i 2 [1; min(a; b; 9].

Proposition 1. LetC® andC® bep n block lower triangular matrices that share the same
j -th leading block principal submatrix:

BM ;(C®)= BM (C®):
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Also letF®, F@ pben p block lower triangular matrices and I be ann  n block lower
triangular matrix, all with compatible block sizes. De ne, fo f 1; 29,

QM= FO(q cOsF®) - (2.2)
Then,
BM;(FV)= BM (F@)2 R" IP

if and only if
BM j(Q(l)) = BM j(Q(Z)) 2 Rin ip-

Proposition 2. Consider the following pairs of matricd€®; C®?) and (QW; Q@) that share
the samg -th principal block leading submatrix amongst each pair

BM ;(C®)= BM ;(C®@);

BM ;(Q%) = BM ;(Q?)

and consider two vectors® andf @ and a block lower triangular matrixs. De ne, fori 2
f1,2g:
r) = (1 + Qchg)f O (2.3)

Then, the vectorB® andf @ satisfy:
fM =P 8k2[Ljn]
if and only if the rstjn entries of the vectar® is identical to that of @ :

r® =@ 8k2[Ljn]:

2.4 Types of Dynamical Systems

The discrete-time hybrid system de nition given in (1.1) and (1.2) can describe many processes in
the real world (e.g., walking robots, collections of vehicles moving on a highway). This ability to
express many different types of processes makes it often hard to apply formal methods principles
to the general system, so we occasionally restrict our attention to systems with a particular form.
Several of the forms discussed in this dissertation are brie y introduced below for the sake of
completeness. To help with further investigate each of these restricted forms, a list of related
references will be provided at the end of each subsection for the interested reader.
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Frequently, we will refer to sequences of states of a dynamical system. Such a sequence
X(to); X(to+1); :::; X(to+ T) will be abbreviated witkx(tq : to+ T). For computational reasons, this
can be represented as a single vector (i.e. if eachsti)e2 R", thenx(tg : to+ T) 2 R"(T*D),

2.4.1 Transition Systems

De nition 5 (Transition System [14])A transition systeniT S is a tupleTS = (S;Act;!
:1; AP; L) where

S is a set of states,

Act is a set of actions,
o | S Act Sis atransition relation,

o | S is a set of initial states,

AP is a set of atomic propositions, and
« L:S! 2% isalabeling function.

The atomic propositiondP and labelling functiorL are critical to identifying whether or not
there exists a policy that satis es a desired goal/task. A policy here can be a function which takes
the current state and takes an action that approaches some goal proposidn Act. A policy
can also take on other forms (e.g. it can observhig®ry of previous stateand use that to make
a decision on how to act).

This relates to the hybrid system (1.1) and (1.2) in the following ways:

» There is no unknown parameter
» There is no continuous state
* The state of the system is directly observed @) = ! (t;q(t)) = q(t)).

* The dynamics are non-deterministic and explained by |, (i.e.

(q(t); u(t); f (a(t); u(t))) 2! ).

As alluded to in the de nition, please see the textbook [14] for more information about transition
systems. Adaptive transition systems (an extension that matches some of what is discussed in this
dissertation) are discussed brie y in [133].
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2.4.2 Linear Systems
2.4.2.1 Linear Systems with Missing Data

We consider discrete-time af ne systems with state update and measurement equations de ned as:

x(t+1) = Q\x(t)+ Bu(t) + w(t) + k; w(t) 2W;

< : —1.
v = Cx(t)+ v(t); qt)=1,; V(1) 2V: (2.4)

i q(t) = 0;

whereA; B; C;k are known system matrices(t) 2 X R" is the continuous state(t) 2
U R™istheinputw(t) 2 W  R"isthe process noisg(t) 2Y RP[f,g is the output
measurements of the systeqt) 2 B is the discrete state/mode of the system, vgit) = 1
denoting that the measurement vector is availablegf{tid= 0 denoting that the measurement
vector is not available (i.e., “missing”), am{t) 2V RP is the measurement noise. The noise
termsw(t) andv(t) are unknown but bounded, and their bounds are known\ile=, fw 2 R" |
kwk wgandV = fv 2 RPj kvk v0). Moreover, we assume that the control inp(t) is
bounded (i.,eJ = fu2 R™ jkuk  ,0).

This relates to the hybrid system (1.1) and (1.2) in the following ways:

» The unknown parameteris the missing data pattern.

* The state of the system is noisily observed when the data pattern allows (i.e.qiherl)
but returns empty set when the data pattern enforces it (i.e. gher 0).

» The dynamics and measurement equation are normally linear,f(i(g(t); u(t); w(t)) =
A x(t)+ B u(t) + w(t) and! (t;x(t);v(t)) = C x(t) + v(t) whenq(t) =1).

The de nition of this system will be repeated in Chapter 3 for utility.

2.4.2.2 Linear Systems with Unknown Parameters

x(t+1)= A x(t)+ B u(t) + w(t); w(t)2W

(2.5)
y(t) = C x(t) + v(t); v(t) 2V

where is the mode of the system taking values in a nite setf models (i.e. 2 ), X; isthe
state of the system taking valuesXn u; is the input at time that must satisfy input constraints
represented by polytoge (i.e. u; 2 U), w; is the unmeasured disturbance to the system that lies
in the polytopeNV (w; 2 W ). The system starts with a xed, yet unknown, modét is assumed
that the set (including the matriceé ;B and polytopedV for each mode) and the polytope
are known.
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This relates to the hybrid system (1.1) and (1.2) in the following way:
» There is no discrete statp

* The dynamics and measurement equations are linearf ((e(t); u(t); w(t)) = A x(t) +
B u(t) + w(t) and! (t;x(t);v(t)) = C x(t) + v(t)).

2.4.3 Piecewise-Af ne (PWA) Systems

A discrete-time, piece-wise af ne (PWA) system is a dynamical system
x(t+1)= f(x(t);u(t);w(t)) (2.6)

de ned over a partitior] ;D' = X such that it is af ne over each element of the partitDn In
math, a PWA systerfi can be de ned as a sét= f(f';D')g", with

f1(x(t); u(t); w(t)) = Alx(t) + Blu(t) + Bl w(t)+ F (2.7)
and for all stateg(t) 2 D'
f (x(t); u(t); w(t)) = f'(x(t); u(t); w(t)) (2.8)

x(t) is the state of the systera(t) is the controlled input to the systemv(t) is the uncontrolled
input (disturbance), and the matricgs, B; B ,,; F) are of the appropriate dimensions. The state
space, space of allowed inputs, and the space of feasible uncontrolled inputs are referdég to as
U, andW, respectively.

2.5 Invariant Sets

Controlled invariant sets play an important role in ensuring safety of systems with dynamics of the
form (1.1). Formally, a robust controlled invariant set (ROGR) inside a given safe setsae X
(i.,e.,Gw X safe) IS @ set of states that satis es:

X2Cn)9 u2U 8d2D f(x;u;d) 2 Cy: (2.9)

In words, this means that if the staté€t) is in G, there is an inputi(t) to ensure thax(t + 1)
will be in G, for any disturbance within given bounds, thus allowing the states to st@,in
inde nitely.
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2.5.1 Invariant Set Computation

There are many methods in the literature for computing or approximating controlled invariant sets
[22, 26, 43, 126]. The main computational building block of these algorithms i®nkestep
backward reachable set operatiainat we denote as Rr¢. For a given seR and dynamic$ , the
one-step robust backward reachable s&® afnderf is de ned as

Prd(R)= fx2X j9u2U: f(x;uyW) Rg : (2.10)

Given a safe seQgare, Under mild conditions, the following iterations converge from outside to
the maximal controlled invariant set @, When initialized withG = Qsgate :

G = Pré (G)\Q sae: (2.11)

If the update rule reaches a xed point, i.6.,= Pré (G)\Q sare , then the solution to that equation
is the maximal invariant set containedQiare . On the other hand, although this is a monotonically
non-increasing (in the set inclusion sense) sequence, the iterations are not guaranteed to terminate
in nitely many steps, a problem that can be mitigated by approximation techniques [43, 126].
Alternatively, if one has an initial simple RCIS, computed either analytically or numerically,
contained in some safe @t , this set can be progressively expanded again via the same update
rule (2.11). In this case, we obtain a monotonically non-decreasing sequence gf s:ets:‘:l G,
each of which themselves are robustly controlled invariant. Therefore, it can be terminated at
anytime and one would obtain an RCIS. We call this methodrtsiele-out algorithm
Crucially, for PWA systems and sets described with unions of polytopes, the invariant set com-
putation reduces to a set of polytopic operations. Moreover, when nding the exgct Breom-
putationally hard, using an under-approximation does not compromise correctness when using the
iterative algorithms in the sense that upon termination, the algorithm still results in an RCIS.

2.5.2 Graph Notation

A directed graplG = (V; E) is a tuple containing a set of verticésand a set of directed edgEs
Note that each edge is an ordered (air, v,) 2 E of vertices fromV (i.e. vi; v, 2 V). We say
that a vertex; is connectedo a vertexv, if and only if (v1;v,) 2 E. By the nature of directed
graphsy; being connected te, does not mean that is connected te;.Within directed graphs
theinward connectionsf a vertexv can be de ned as follows:

ing(v) = fv°2Vj (v%v) 2 Eg:
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Figure 2.1: An example directed grafthat we use to demonstrate potential links between pro-
cessors in a server farm.

Theoutward connectionsf a vertexv can be de ned similarly:

outg(v) = fvP2Vj (v;Vv) 2 Eg:
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CHAPTER 3

Correct-By-Construction Control with Missing Data

3.1 Introduction

Recall that one of the real-world limitations of CPSs is that sensor information may be delayed or
lost when sent to a decision maker by things such as communication queues in networks. Some
amount of delay is tolerable, as we see in settings like human driving where a small amount of
delay in the speedometer's value does not lead to driving failures. Thus, safety in the presence
of sensor uncertainties is typically possible for some classes of uncertainty. De ning classes of
uncertainty for missing data systems, or systems where sensor measurements can be lost when
transmitted to the decision, has been discussed in the past, however has not been applied to guar-
anteed reachability tasks. This chapter attempts to use convex optimization to design estimators
and controllers for guaranteed reachability tasks where the class of uncertainty is de ned by a
missing data language (a missing data language is a language overBhasseg¢ ned in Section

2.1).

3.2 Problem Statement

As alluded to in the introduction, the goal of this chapter is to design feedback control or estimation
mechanisms that are robust to missing measurements. This section describes the system model
considered, including the missing data patterns. Then, we formally state the problem.
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3.2.1 Model Description

We consider discrete-time af ne systems with state update and measurement equations de ned as:

x(t+1) = éx(t)+ Bu(t) + w(t) + k; w(t) 2W;

< . —1-
vt = 'CX(t)+ v(t), o) =1; v(t) 2 V: (3.1)

i q(t) =0;

whereA; B; C;k are known system matrices(t) 2 X R" is the continuous state(t) 2

U R"istheinputw(t) 2 W R"isthe process noisg(t) 2Y RP[f,g is the output
measurements of the systeqt) 2 B is the discrete state/mode of the system, wgtt) = 1
denoting that the measurement vector is availablegf{tid= 0 denoting that the measurement
vector is not available (i.e., “missing”), angt) 2 V  RP is the measurement noise. The noise
termsw(t) andv(t) are unknown but bounded, and their bounds are known\ile=, fw 2 R" |
kwk  ygandV = fv2 RPjkvk ,g). Moreover, we assume that the control inp(t) is
bounded (i.,eU = fu2 R™jkuk Q).

Remark 1. We note that the methods developed in this chapter can be extended to work with
systems that have time-varying matrices in the plack, @, C, f . However, this case is omitted

for clarity of notation. Similarly, the se¥/, V andU can be arbitrary polytopes but for simplicity,

we constrain them to be hypercubes in the rest of the chapter.

The performance of any controller or estimator designed for the system in (3.1) clearly depends
on how much information is received, and yet the evolution of the discretegétaie not included
in (3.1). To model this, we introduce a constraint on the evolutiog(tf. If the evolution of
the discrete state is not constrained at all, one possibilitftis = 0 for all times, and there
is no measurement for feedback. However, in many applications, it is possible to have a priori
information about admissible missing data patterns (e.g., based on a network device's speci cation
sheet or the knowledge about communication protocols that are packet-drop tolerant). To describe
the evolution of the discrete stagét), we introduce the missing data languadge

De nition 6 (Missing Data Language)A missing data language. BT is a set of words),
called a missing data pattern, that describes the possible trajectorig@)oh the systen(3.1). A
mode signafj = q(to); d(to+1);:::;q(to+ T 1) is said tosatisfythe missing data languade
ifq2L.

Remark 2. Other works in the literature have considered representing missing data patterns or
sequences with concepts such{iask)- rmness [77, 49] or a bound on the number of consecutive

missing data packets. The representation that we describe here is general enough that it can
express both of these concepts.
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3.2.2 Problem Statement

In what follows, we describe several constrained control and estimation problems for the system in
(3.1). Designing a controller that enforces certain state constraints or an estimator that guarantees
that estimation error remains bounded is particularly challenging when the controller or estima-
tor does not have access to all measurements for all times. Therefore, we introduce a relaxed
invariance-type objective that we call equalized recovery. Finally, we present a formal uni ed
problem statement.

An observer or an estimat® : (Y U B) 7! X maps the measured input/output se-
guence and the missing data sequence to an estiritthe state. In particular, we will consider
Luenberger-like estimator structures of the form:

R(t+1) = AR(L)+ Bu(t) ue(t)+ k;

3.2
9(t) = CR(Y): (3.2

where the injection terme(t) is the design variable. The constrained estimation problem aims to
impose constraints on the estimation er@) = x(t) R(t) by appropriately designinge(t).

Another problem of interest is that of synthesizing a contrdller(Y B) 7! U, where the
design variable isi(t) in (3.1). The goal is to impose constraints on the state of the closed-loop
system, while it is required to respect the constraints on the input imposed by tbe $ets
possible to pose a similar problem for tracking control, where there is a given desired trajectory

thatxq(t+1) = Axg(t) + Bug(t) + k, and the objective is to guarantee constraints on the tracking
error (t) = x(t)  Xxq4(t). One can also consider imposing constraints on af ne functions of the
states.

Both estimation and control synthesis problems can be mapped (with slight modi cations) to a
generic constrained control problem on a uni ed system:

(t+1) = 8 M+Bu(t)+ wt)+ k;w(t)2W ;

< . —1-
v = C O+ v(); oft)=1,; V() 2V : (3.3)

0 q(t) =0;

where the transformed staté¢t), the transformed output (t) 2 Y and the transformed input
u()2U,aswellaBB ,k,U, andY represent different signals, matrices and sets depending
on the problem of interest (for the sake of completeness, they are provided in A.2). The proper
objective for both problems is then to design a feedback law f(l) as a function of all previous
outputsfy ( )g'.,, and discrete statefsy( )g'.,, such the states of the system (3.3) satis es

=t
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certain constraints.

Finally, as mentioned earlier, when the measurements can be missing as in (3.3), it is not rea-
sonable to expect that the constraints hold invariantly. For instance in an estimation or tracking
problem, it might be reasonable to allow a larger bound during missing data events. To capture
this, we de ne a new type of constraint that relaxes invariance.

De nition 7 (Equalized Recovery)A discrete-time dynamical system a¢3m3)is said to achieve
an equalized recovery levéd ; with recovery timel and intermediate levell, M, at time

to if for any initial state withk (tog)k  Mj, we havek (t)k M, forall t 2 [to;to + T] and

k (to+ T)k My

Equalized recovery expresses a form of boundedness for the trajectories of the system and can
be viewed as a form of weak “invariance”, where instead of enforcing thxlsét fx j kxk
M 1g being invariant, we relax the invariance condition and allow the states to Ke i fx J
kxk Mg as long as they recover back to the Xet Equalized recovery's interpretation as weak
invariance is somewhat related to multi-set invariance discussed in [10] for switched systems. For
estimation problems, in the special case whdie= M, andT = 1, equalized recovery reduces to
equalized performance [27, 28, 102], which essentially statek tf@k M, should be invariant
with being the estimation error.

Remark 3. Instead of imposing equalized recovery on the stétg it also possible to consider
equalized recovery on a subset or a linear combination of the statez(te+ L (t), if desired.

The proposed synthesis solution in Section 3.3 can be slightly modi ed to account for this in a
straightforward manner. Furthermore, in addition to the in nity norm, we can also consider other
“set templates” such as zonotopes with minor modi cations to our proposed solution.

Given all these elements, the problem we are interested in can be formally stated as follows:

Problem 1. Consider a missing data language BT, and a system of the for(3.3), whose
mode signal(t), t 2 [to;to+ T 1] satis es the missing data language Given the recovery
level M1, intermediate leveM, M., and recovery tim&, nd a feedback law : (Y

B) 7! U such that the system achieves an equalized recoveryNeyvelith recovery timél' and
intermediate leveM .

3.3 Synthesis of a Pre x-Based Feedback

This section addresses the feedback synthesis problem in Problem 1 by developing convex op-
timization problems that can construct af ne feedback laws. We start with a commonly used
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time-based af ne feedback law and show how language constraints can be integrated in this. Then,
we present a new feedback structure that updates the gains based on the pre x of the missing
data pattern seen so far and show that pre x-based feedback laws generalize the time-based ones
and, moreover, that the synthesis of pre x-based af ne feedback laws can be reduced to a convex
optimization problem. The proofs of the main results are provided in A.3.

3.3.1 Time-Based Feedback Laws and Their Limitations

A common structure for feedback laws, which we tialle-basedtakes the following form [147]:

Xt
u®=~fMO+  FeHy(): (3.4)

=tg

In this chapter, we temporarily ignore the broad de nitionfofrom Chapter 2; temporarily, this
will simply be a time-varying functioh : N! R™.
Note that if there is a single missing data pattgrh (i.e., the language has only one word),
one could interpret the system in (3.3) as a linear time-varying system instead of a switched sys-
tem, by de ning a time-varying measurement ma@ixt) = 0 wheng( )(t) = 0, andC(t) = C
when H( )(t) = 1, which essentially sets the outqlit @when it is missing. If we de ne
u = u(te)”; u(te+1)”; u(to+ T 1)>  associated with a word' ), the feed-
back laws in (3.4) can be written in matrix—vector form as follows:

u=fO+FOy;

where h i
fO 2 f(ty)” f(to+1)> f(to+ T 1) (3.5)
and 2 3
F(to:to) 0 0
Q) = I:(to*'l to) I:(t0+1 to+1) : (3.6)
. ' 0
Fto+T 1to) Fto+T 1ito+1) Fto+T Lto+T 1)

The design of feedback laws of the form (3.4), or equivalently ndifg’;f ()) that guarantees
certain convex constraints on the state and input, is in general a non-convex problem due to the
states of the closed-loop system being a non-convex function of the @&insf ( )). Neverthe-

less, a non-linear change of variables, nan@parametrization, is used in [147] to render the
design of such feedback laws a convex problem.
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Our previous work [131] introduces a method for representing any given languagth a
more dif cult languagelL that satisesjL j = 1. We do this by introducing a partial order for
wordsg®; g? 2 BT for arbitraryT as:

@@ @ 8 2 [LTD(G) =0 =) ¢ =0):

With this partial order, one can derive a word that is uniquely “harder” or “more missing” than
any in the given languade, in the sense of being the least upper bound for thé satve refer
to this least upper bound as the worst-case wprdnd the worst-case language is then given
byL = fqg. Solving for gaingF();f ()) associated witti q g that guarantees an equalized
recovery level, then, guarantees the same equalized recovery level for any missing data pattern in
L when these gains are used for feedback [131].

However, the timed-based solution based on the use of the worst-case lahguaae some
limitations. Consider the following language= fq®;q® g with g = 1011 andg® = 1101
In this case, the worst-case languagecan be identi ed by performing a bitwise AND of" and
q?:L = f1001.

Note that in the above example with the language fqY; ¢? g, the discrete state's value at
timet = ty + 1 directly describes the word in that is being executed. i.e.,qfto + 1) = 1, then
we know that trajectorg® of the discrete state is occurring; otherwig®), is occurring. So, if we
make that identi cation at timé we use a set of feedback gains that are speci c to an individual
word after the second time step instead of the feedback gains designdd withsuch a scheme,
the feedback would only need to be open-loop on one time instance. Using a new set of gains
that were speci c to a single word in instead of the worst-case wogd would obviously reduce
the recovery level in this case and across a broad number of other examples. On the other hand,
time-based feedback ignores the observed mode sequence so far and tries to be robust against all
words in the language in an open-loop (in the discrete mode) fashion.

The above might indicate that one could simply synthesize a feedback gain for eacly word
in the languagé. and choose the proper gain at runtime to arrive at a less conservative solution,
but the selection of a proper gain can be tricky even in the simple example that was shown above.
Ultimately, we cannot select the exact gain that we need in such a solution because we cannot
know the word that is being executed at the beginning of the time horizon. For instance, in the
example language above, it is impossible to discern which word is occurring after receiving the
measurement at tintg of q(ty) = 1 becausd. is a pre x of both words irL.. This motivates a new
type of pre x-based feedback structure that we introduce in the next subsection.
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3.3.2 Pre x-Based Feedback Laws

To overcome the limitations of the time-based feedback laws, the feedback laws for the con-
trollers/estimators should have some understanding of the currently observed sequence of the dis-
crete state, which we capture by the following feedback structure,

Xt
U (o) = F (6 Oortr) + Fiapmy () (3.7)

=t

We call this apre x-basedfeedback law. Similarly, estimators (3.2) and controllers with injection
terms or outputs in the form (3.7) are callpk x-based estimatorandpre x-based controllers
respectively.

While the time-based solutions use the available (non-missing) output measurement history,
fy ( )d'-,,. for feedback, pre x-based feedback laws use both the output history and the discrete-
state historyfy ( )g'-,, andfq( )g'-,,. By its de nition, it essentially also performs estimation
at the discrete-level (or online model detection) to detect which missing data pattera active
and adapts the Iter gains accordingly. Whereas, the time-based estimator/controller is agnostic
to the missing data pattern and tries to be robust rather than adaptive. The following proposition
formally captures the fact that pre x-based estimators/controllers are more general than time-based
estimators/controllers.

Proposition 3. For any time-based feedback law for the dynamical syste(8.8) with missing
data pattern given by a xed-length language identical performance can be obtained using a
pre x-based feedback law.

Proof. Let the transformed input term for the time-based feedback law be

Xt
u@®=~fMO+  FeHy(): (3.8)

=tg

De ne the gains of the pre x-based feedback law's transformed input term in (3.7)]tas) =
f(t),Fe, )= Fgforallt 2 [to;to+ T 1, 2 [to;t]and forall 2, Pref(q). Then
the two feedback laws are equivalent. O O

In order to design pre x-based feedback gains, we associate with eachgioi L a pair
of gain matricegF (; f ) de ned as in (3.5)—(3.6). However, since at run-time we do not know
which word " is active, we enforce some constraints on the gain matrices of words sharing
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pre xes as follows:
i _ BM i, (F1) = BM ;,;(F1) N
(p2 Pref (") \ Pref (q1)) =) o 0 ~ ”(’}) 8q;g 2L (3.9)
(f )1:jpjm - (f )1:jpjm )

Moreover, we utilize the constrained optimal control approach in [147] to jointly solve for all
(F®; M), which involves the use d@-parametrization to convert the non-convex problem into a
convex one. However, it is well known th@-parametrization does not generally lead to convex
problems when additional structure on the gd&ifs andf () are imposed. One of our main results
is thus to show that the pre x dependency of the gains in (3.9) still leads to a convex problem when
using Q-parametrization. More precisely, in the following theorem, we will present a bijection
relationship between the constraints (3.9) on the gain matrices/vectors of pre x-based feedback of
the form in (3.7) with the parametrization in (2.2) and (2.3). Hence, the convexity of the corre-
spondingQ-parametrization is preserved when imposing the pre x dependency constraints.

Theorem 1. Given a pre x-based estimator/controller with the transformed input té3ri), we
associate with it block matricégF ©); f ))gld, formed from the Iter gains, where for atf) 2 L,
the (j; k )-block entryF\’ of F ) is de ned as
(i) =
ij - I:(to+j Litg+k 1;q[(1i:)j]) (3'10)
8k 2[1j],8 2[1T], and ij(i) = 0 otherwise; and th¢-th block entry of the feedforward term
f ) is de ned as

(02 f o+ L)) (3.11)
8j 2 [1;T]. LetSandC® be as:
. " h . i
CP = diagq®) C O n i,
0 0 0
. B 0 0 (3.12)
S= AB B 0
. . 0
AT 1B AT 2B B

Then, Egs(2.2) and (2.3) de ne a bijection such that any estimatb¢F @; f )¢, is paired
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with one and only one element in the polyhedral set:

8 . 9
> Q® is block lower diagonal 8i: >
Ly=  f(OM:ri)gy , , BM (00 = BM ..(00) o :
QLY=L TGS (15 prer () Pref (1) =) A‘p‘(ﬁ =2 '3’>(Q ! i 21>
(I‘ )1:jpjm —(I’ )1:jpjm )
(3.13)

Using the above theorem, a necessary and suf cient condition for the existence of pre x-based
estimators and controllers that solve Problem 1 can then be formulated as follows:

Theorem 2 (Estimator and Controller Synthesis with Missing Data (Pre x-Based@here exists
a pre x-based estimator/controller (i.ef,(F®; ug))g’iﬁl) that satis es equalized recovery with

parametergM1; M,; L) if and only if the following robust linear programming problem is feasible:

L

Find (QW;rMy 2 2Q(L) (3.14a)
8(kwk  kvk 'k (to)k  Myq).: .
subject to ( " vk (to) h P 8i 2 [LijL];
ku +ugk ok Wk Myandk 0, 7 In Pk My
(3.14b)

where

O =(H+ SQUCHH)wW+ SQINDvV+ (1 + SQUCD)J (to) + HR) + Sr;

) ) . . ) ) .15
U = QUCOHW + QUNDV+ QUCO( (to) + HR)+ . (8.19)
C® andS are de ned in(3.12) Q(L) is as de ned in(3.13) (3.16)
N® = diag(g") I; k=17 k; 3.17
) 3 a(q 2 T 3 (3.17)

Ih 0 0 0

A In 0 0
328+ 4.pu=8 A 1, 0 (3.18)

AT 1 : 0

AT AT 1 AT 2 In

Remark 4. The above feasibility problem can be modi ed to minimize the intermediateNéyel
subject to a given equalized recovery leMe] and given missing data language which can be
easily shown to be a robust linear program over the decision variab(€s"; r (1)) t’l andM,.

Since the feasibility problem in (3.14) contains semi-in nite constraints due to the “for all”
guanti er on the uncertain terms, the problem is not readily solvable. However, as in [131], tech-
niques from robust optimization and duality [20, 23] can be applied to obtain a linear programming
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(LP) problem with only nitely many linear constraints. In particular, we have the following theo-
rem:

Theorem 3 (Robusti ed Estimator and Controller Synthesis with Missing Data (Pre x-Based))
The feasibility of pre x-based nite horizon af ne estimators and controllers that solve Problem 1
is equivalent to the feasibility of the following linear optimization problem:

Find M- py U RO
In (Q T ) i=1 2Q(L)1 19+ 2 3) i=1
subjectto 8i 2 [1;jLj]; o) 2L;
(1l)2 o; él) o: g) o:
wl "
. | _ o
08 14 M, | (Sr® + (1 + SQUCM)HK):;
oMils .
ol 7h i
0§ 1£ M1 COvar I (ST0+ (1 + SQUCOHR);
,Mil, "
wl #
. | _ o
0§ 16 1 | (r0+ QUCOHR+ uy);
Mil oy "o i "
- I | N L
VP = G0, Pp = On ot In GO; P = G0,

wherek, J, H andN @ are as de ned in(3.17)and (3.18), C() andS are as de ned in(3.12)
Q(L) isas de nedin(3.13) and

h [
GO = (I + sQOcH sSQON® (1 + sQci)y
h [

G0 = QcH QN® QWchy
2 3
I 0

o O O O _
- O
- © ©O o o

o
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Moreover, if (3.19) is feasible, then we may invert the mappings in (2.2) and (2.3) to obtain:

FO = (1 + Qlchg) 1Q0; (3.20)
20 :3(| + Qicigy 1 (3.21)

and we can establish that
1. EachF () is block lower triangular;

2. Forall 2 Pref(qV)\ Pref(qi)), we haveBM ; ;(F®) = BM ; j(F®) andf " = £
forallk 2 [1:] jn];

3. A pre x-based estimator or controller solving Problem 1 is de ned by

Xt
u()=1@E )+  FeoHy () (3.22)

=to

S . .
where 2 ), Pref(qV),t = to+jj 1, and the matrice§;, ) andf (t; ) are
de ned according to (3.10) and (3.11).

3.4 Discussions

In this section, we discuss how the proposed nite-horizon estimators and controllers can be im-
plemented. We also highlight the relation between equalized recovery and more familiar notions
of detectability and stabilizability.

3.4.1 Implementation Strategies

Assuming that the optimization problems proposed in the previous section have a feasible solution,
there are multiple scenarios in which the estimator or controller can be applied. First, if the problem
under consideration is one that is nite horizon, we can directly use the obtained gains. Second,
if the missing data pattern repeats itself with a period dime-steps, then the same gains can be
used with periodl since they guarantee that the recovery peNbdis reached at the end of the
period.

Alternatively, the gains can be used in conjunction with an estimator that guarantees equalized
performance or a controller that guarantees forward invarianbé;dével when there is no miss-
ing data. In particular, if we consider languadesvith words that start with &@(t) = 0, then
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we can switch from the equalized performance estimator/invariance controller to equalized recov-
ery one whenever a missing measurement occurs and revert back to the equalized performance
estimator/invariance controller after the recovery time

In addition, instead of using hypercubes as set templates due to our use of in nity norms, we
could also use more exible set templates, e.g., zonotopes. The incorporation of such set templates
may be done using linear constraints as described in [135].

3.4.2 Relationship to Detectability and Stabilizability

In particular, we state the results in terms of the recent detectability de nition for linear systems
with data loss events [79]. Similar results also hold true for stabilizability. Consider a system:

x(t+1) = §\x(t);
<
Cx(t); oft)=1; (3.23)
y(t) =,
T q(t) = 0:
This is the same as the system model in (3.1) with input and noise terms omitted. We denote a

system of the form (3.23) subject to a missing data langlilageB' consisting of in nite words
(hence the superscrip) as(A; C; L). Detectability of such a system is de ned as follows [79]:

De nition 8 (Missing Data Detectability) The systenfA; C; L) is said to bedetectablef for any
(in nite-length) g 2 L and any initial statexg 2 R" with y(t;xo;q) =0 forall t 2 N, it holds that
X(t;xo;q) ! Oast!1l ,wherey(t;xo;q) andx(t; Xo; g) are the output and state, respectively,
at timet when the initial state i%.

In the following, we show that the existence condition for an equalized recovery estimator is
a strict superset of the missing data detectability property de ned above. First, we prove that the
detectability of a system with missing data implies that an equalized recovery estimator exists and
then, we provide an example where an equalized recovery estimator exists even when the system
is not detectable. The proofs of these propositions are given in A.4.

Proposition 4. If a system in the form 03.23) with a missing data language, is detectable
according to De nition 8, then for any recovery levgl; > 0, there exist an intermediate level
M, M; and a recovery tim@ 2 N such that there exists an estimator that achieves equalized
recovery for the estimation error with these parameters for the missing data landifagef q j
jg=T;q2 Pref(L)g.

Moreover, equalized recovery is slightly more general than detectability as stated next.
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Proposition 5. The set of discrete-time systems in the f¢@123) for which an estimator ex-
ists whose state estimation error satis es equalized recovery is a strict superset of all detectable
discrete-time systems with missing data.

3.5 Examples

In this section, three different examples are used to illustrate important properties of the theory
presented above. First, the improvement of pre x-based estimators over our previous work's time-
based estimation is visualized by revisiting an example from [131]. Second, pre x-based con-
trollers are utilized to discuss the problem of guaranteeing safety of a lane-keeping system when
its sensors have missing data events. Finally, the scalability of these methods is shown with a
multi-agent tracking problem where a group of followers attempts to follow a leader down a nar-
row passageway.

3.5.1 Estimator Synthesis

In vehicle safety systems, there are many state estimation problems that must be solved within a
nite time horizon (e.g., a vehicle that would like to understand where other vehicles are on the
road before merging into a lane or exiting the highway). In these situations, a vehicle's safety (and
the safety of its occupants) relies on execution of a maneuver within a timeTifigecause if a
vehicle waits too long, it may miss its opportunity to continue towards its destination or the lane
may end. One method of guaranteeing safety during such a maneuver is to provide bounds on how
“good” the estimates of the other vehicles in the environment are during the time window. If the
maneuver can be executed without entering any of the sets de ned by our bounded error estimates
of the other vehicles, then the vehicle can be guaranteed to be safe.

The Adaptive Cruise Controller is a driver assistance system which controls the acceleration
of the user's car (the ego car) with two objectives: (i) to maintain a desired speed, if there is no
vehicle in front of it, and (ii) to maintain a safe following distance, if there is a vehicle in front of
it. Typically implemented with a radar or computer vision system, the adaptive cruise controller
is a hybrid controller, but when considering the estimation error system we may analyze only the
following linear system:

(t+1)= 4 (O+ ue(t) + Ew(t); w(t)2fw2 R3jkwk  ,0;
< . —_1 -
yay= OV ADEL o R kg (3:24)
T q(t) =0;
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where (t) =[ Ve(t); h(t); v.(t)]" is the estimation error state, consisting of the error in the
speedve of the ego vehicle, headwdy and speed, of the lead vehicle. Each matrix in (3.24) is

de ned as
. e 't 0 03 "1 0 0# " 0 #
A:ﬁw 1 ng’ C= . E = T2 ;
010 = Ts
0 0 1

with , k;=m. Considering the parameter values selected in Table 3.1, one can completely de ne
the system above. Then, when given a missing data landuayel a set of parametek$; and
M, we can pose this in the estimator synthesis form of Problem 1.

We will discuss the results of synthesis when considering the following language:

L1

qd2B® (qu = qe=1)" (%i2[25]s.tq;=0)
101111 110111 1110171 111101 111111

where the symbd®,i indicates that there may exist up to one such elemehRbr this language,
the worst-case languadgg can be found to be; = f10000%.

For the languagé ; and the recovery levél; = 1, the minimal value of the intermediate
level M, is found using Remark 4 and Theorem 3. In contrast, another solution to the problem
can be obtained using time-based feedback, the worst-case langyagad Theorem 3 via a
robust optimization similar to that of (3.14). From the intuition described in Section 3.3, we expect
that the pre x-based estimator can in general guarantee tighter estimation error bounds than the
time-based estimator. A comparison is shown and discussed in more detail within Figure 3.1 for
the Adaptive Cruise Control example. In both cases, the system is initialized with random initial
conditions and disturbances that satisfy the speci ed sets.

The time-based estimator's optimization required 1999 free variables and 0.2489 s to solve
when using Gurobi [63], while the pre x-based estimator's optimization required 7993 free vari-
ables and 0.3637 s to solve.

Table 3.1: Constants used in the Automatic Cruise Control (ACC) Example.

m 1370 kg Ts 05s
Ko 7.58 N w 0.1
ki 9.9407 Ns/m| , 0.05
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Figure 3.1: Estimation error levels achieved by pre x-based (left) and time-based (right) estimators
for the adaptive cruise control system. The minimita value for which equalized recovery is
feasible, withM; = 1 andT = 6, is found by solving the robust linear program for the pre x-
based and time-based feedback laws. The optiirahat the pre x-based feedback can guarantee

is M, = 1:1498while the optimaM ; that the time-based feedback can provid®lis= 2:9864

3.5.2 Controller Synthesis

Consider an automatic lane-keeping system. In such a system, one can imagine that the system
has an estimate (with bounded error) of the vehicle's lateral position with respect to the center of
the lane. Estimates might come from a computer vision system or other noisy sensors and thus can
be subject to glare or misidenti cation of lane boundaries. This is where missing data events can
arise.

In this system, instead of making estimates about where the vehicle is, we will try to control it
so that it remains near the center of the lane. The simpli ed lane keeping model is de ned by the
following double integrator system:

" # " # " #
(t+1) = 8 ;O (1) + (1) u(t) + (1) w(t); w(t) 2 W = fw 2 Rjjwj 0:059
<+ v a1 - (8:29)
y (t) = ’ 0 ’ v(t) 2V = fv2 R?jkvk 0:1g;
s o) =0;

where the state(t) = [ xc(t); Xc(t)]" consists of the deviatiox,(t) from the centerline of the lane

and the lateral velocity.(t), and the control inpui(t) is the lateral force applied through steering.
Again, the trajectory of(t) is de ned by a missing data languagiewhich would come from

the properties of the roads that the autonomous vehicle operates on as well as the speci cations of

its sensors. With all of the above information, the problem of guaranteeing safety can be posed as
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Figure 3.2: Consider any one of the panels above. In each panel, multiple trajectories of the lane
keeping system are visualized, where each trajectory is initialized at the same stat®lgrrige3
hypercube's boundary and experiences the exact same disturbance (a carefully chosen, maximum
norm disturbance). The only thing that varies across each trajectory is the missing data pattern

. Thus, what causes the trajectories to diverge is how the pre x-based controller handles these
missing data events when they happen. Regardless of the missing data pattern, it is shown that
these adversarily chosen initial conditions and disturbances can still be guaranteed to return to the
desired leveM; and the system achieves equalized performance.

follows: Given that the vehicle state starts near the center of the lane with near zero lateral velocity,
can we design a pre x-based feedback controller such that the vehicle never deviates outside of
the lane boundaries despite missing data events fr@m

The formal interpretation of such a problem would be that given some speci cation of the initial
position (i.e., ourM; value), the lane width, along with the disturbance &&ftsandV and the
missing data moddl, nd a feedback law (3.7) such that the decision variddlgis minimized.
If the minimalM , is below the lane width value, we can guarantee that the system will not deviate
from the center of the lane when using our controller during a missing data evenit from

Consider the system in (3.25), with the following missing data language:

8 9

2 (i =0) " =

L= _q2 B 94i 2 [1;10]s.t. (gjsgy =0) 7 -
' (G&enN~r(Gei+l) =) q;=1)°

Let the initial state of the lane keeping system be within an in nity norm ball of raMys=
0:3. Given that the process disturbances come from th&\set fw 2 R j jwj  0:053 and
the measurement disturbances come from th&/setfv 2 R? j kvk; 0:1g, we synthesize
a controller that minimizes the worst case deviation from the center of the lane. Note that the
disturbance sé¥ is overly conservative (most sensors can detect the lane boundaries of a lane to
a precision of 0.01 m), but this is meant to simply show one of the many possible settings that the
controller synthesis framework can handle.
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In Figure 3.2, we illustrate how some of the trickier initial conditions are handled. The gure
contains multiple trajectories. Each trajectory begins with the same state on the boundary of the
M1 norm ball and experiences identical disturbances from theWetndV. The aspect that
changes between each trajectory is the missing data pattern (which leads to different pre x-based
feedback). One can see that for some of the hardest missing data patterns, the deviation from the
center of the lane gets very close to the edge of our guarantee set (i.e., the boxes of yyjditit
always recovers to the proper level in the end.

This synthesis problem contained 46,773 free variables and was solved after 2.5420 s with
Gurobi [63].

3.5.3 Controller Synthesis: Formation Control

Finally, we consider the problem of coordinating the movement of a eet of agents through an
obstacle lled environment. Precisely controlling formations of controlled agents has become
very important across multiple domains including space exploration and disaster relief. For ex-
ample, when using microsatellites to obtain many spacially distributed observations during orbit,
maintenance of speci ¢ formations allows the devices to spend less fuel while achieving their mis-
sion [153]. In these contexts and many others, carefully controlled formations of the eet make it
easier to achieve a task and decrease the probability of collision with obstacles (e.g., space debris,
other satellites).

Unfortunately, while navigating through obstacle- lled elds, localization methods that are
based on a relative navigation sensing system or computer vision algorithms may experience miss-
ing measurements. In the following example, we show how a pre x-based control strategy for
formations of such agents can be used to guarantee safe navigation of a narrow channel while
maintaining a formation close to the desired one.

Consider the problem of designing a controller for a set,0fn. agents with single-integrator
dynamics moving in a two-dimensional plane. The agents seek to align themselvesows
andn. columns behind an uncontrolled lead agent (forming a grid). The rows are de ned such
that there aren. agents in each row and the space between agents in a given row is always 2
m. Furthermore, the rows are organized in yhdirection such that they are evenly distributed
between, +1 and’y 1where’, is they-component of the leader's position.

The lead agent is moving with unknown, but bounded actions within thé&/set fw 2 R? |
kwk  1:5g. The following agents' movement can be de ned in terms of error states ix the
andy directions,&{?(t) = xG)(t)  x@)(t) andef®)(t) = y@i(t) yli)(t), representing
the difference in théi;j )-th follower's x- andy- positions from its desired formation (i.e., grid)
position.
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In this work, the formation is maintained by every rst agent in the row (any agentjwattl
observing/sensing the states of the leader) and all other agents observing/sensing the states of the
agent before it (agegptmeasures the position of aggnt 1). When the desired states are known
to be a constant offset from the leader's position or positions of other agents, the system may be
written as follows:

8
i) (t +1) = ) (ug”.)(t) Wx(t)) t; j =1
Pl o Yt)  t otherwise
8
@grn= WO WO &=
S o V)t otherwise
g 2e§(i;j )(t)3
_ 4 (i ) 5+Vi(t); qt) =1,
Yei(t) = 3 g’ (t)

T o(t) =0;
where the discretization stept is 0.1 s, the measurement disturbanggt) come from the set
V= fv2 R? j kvk  0:5g for all i and the input of théi; j )-th agent as instantaneous speed in
thex ory direction is written asi’ )(t) anduB(,“j )(t), respectively.
In Figures 3.3 and 3.4, the followers (black drones) are behind the leader (maize and blue drone)
as the leader moves from left to right through a narrow passage, where localization information is

sometimes dropped according to the language

8 9
2 1111111101111111>

L= _001111111011111}_:
> >
0101111111011117

The worst-case language in this casé js= f0001111{. A time-based controller using; in

this channel would have to adopt an open-loop strategy for the rst three time steps and could not
guarantee that the followers would avoid collision (see Figure 3.3), but the pre x-based controller
maintains the state error within a safe bound throughout the channel (see Figure 3.4).

The2 2 version of this problem contained 1519 free variables and was solved in 10.9708 s
with Gurobi [63]. To illustrate the scalability of our control synthesis method, the solution time
for this problem is compared in Table 4.2, where the number of following agents is varied. These
simulations show that our proposed approach does involve longer computation times when the
number of states are increased. Note, however, that our control synthesis is done of ine and the
computation time is thus not a critical limiting factor.
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Figure 3.3: A time-based controller using the worst-case language could not guarantee that the
followers would safely exit the channel. It can guarantee that followers (black drones) will remain
in the black outline de ned byM, = 2 which overlaps with the red wall (thus collisions may

happen)

Figure 3.4: While in the channel, the system experiences missing data events according to language
L 3, but a pre x-based controller can guarantee that the followers (black drones) will travel through
the channel without colliding with either wal\(, = 1:3 and the black outline does not ever touch

the red wall)

43



Table 3.2: Analysis of the control synthesis time when the number of controlled agents increases.

Number of Followers Average Solver Time (s)
4 (2 2grid formation) | 7.55

9 (3 3gridformation) | 51.60

16 4 4grid formation)| 122.56
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CHAPTER 4

Synthesis of Finite-Horizon Adaptive Controllers for
Hybrid Systems Using Bilinear Optimization

4.1 Introduction

Recall that one of the real-world limitations of CPSs is that their dynamics model may contain some
parameters which the decision-maker is initially uncertain about. The parameters are uncertain
when a CPS interacts with a large variety of objects or people on a regular basis (e.g., a robotic
arm that must organize a large variety of toys in a room). We model this variety with different,
but a priori known models in this chapter. For this set of known models or modes, we develop
an estimator that can produce set-valued estimates of the true model for the system when given a
history of state measurements and input data. This estimator is then incorporated into an adaptive
controller and we describe how an adaptive controller with this structure can be designed to satisfy
a guaranteed reachability task using bilinear optimization.

4.2 Problem Formulation

In this chapter, we consider the linear system with unknown parameters from Section 2.4.2.2.
Recall that this is of the form:

x(t+1) = Ax(t)+ B u(t)+ w(t) w(t)2W (4.2)

where is the mode of the system taking values in a nite sedf models (i.e. 2 ), x; is the
state of the system taking valuesXn u; is the input at time that must satisfy input constraints
represented by polytoge (i.e. u; 2 U), w; is the unmeasured disturbance to the system that lies
in the polytopeN (w; 2 W ). The system starts with a xed, yet unknown, modet is assumed
that the set (including the matriceé ;B and polytopedV for each mode) and the polytopke

are known. We are interested in the following problem.
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Problem 2. Given a system of the for(d.1), an initial conditionx(0), a time horizonT, and a
polytopic target seXt, nd a controller : X (X U ) !'U such that, no matter what2

is the active model, the state of the closed loop system reaches the tal§etadimeT for any
possible disturbances W .

Remark 5. Without much modi cation, the assumption that the initial stages known can be
replaced with the initial state belonging to a s¢§ (i.e. Xy) and the results of this chapter will

still hold. The rest of this chapter utilizes the assumption that the initial state is known to avoid
over-complicating the exposition.

If one can nd a controller that can robustly achieve the reachability task, agnostictbfs
would solve the Problem 2. However, as we demonstrate with the system in the next example, such
robust controllers might not always exist.

Example 1. Consider the following two mode system (ije.j = 2), where(Ay;B1;W;) =
(1;1;[0:12;0:3]) and (A2; Bo; Wo) = (1;1;] 0:3; 0:1]). Note that the only difference between
these one-dimensional systems is the disturbance set which has the same width in both cases, but
is centered on different values. Let the target seKphe= [ 0:1;0:1], with T = 2, input set be
U=[ §5;0:5] and the initial statex(0) = 0. Then, a control strategy of the foraf0) = 0 and

< x(1) 02 ifx@1)>0 . _ o
u(d) = will solve the problem. This strategy essentially identi es the

x(1)+0:2 ifx(1)<O0

mode in the rst step and applies an appropriate controller depending on the mode. On the other
hand, there is no controller that can robustly achieve the control objective in a way that is agnostic
to the mode since such a controller needs to be robust to all disturbances in theOs&t0:3],
which is the convex hull of the union of the disturbance sets.

Controllers such as the one described in Example 1 can satisfy the task by passively observing
the systems trajectory (i.e. applying zero input) for a few time indices and then executing a strategy
for a single mode. We know, however, that not all systems can be treated that way. The system
identi cation and mode discrimination literature is rife with examples such as the following, where
a sequence of inputs need to be carefully chosen in order to discriminate the true mode of the
system.

Example 2. Consider the following two mode system (ije.j = 2), where(Ay;B1;W;) =
(1;L4,[ 05;0:5])) and(A2;B2; W3) = (1 1;1;[ 0:50:5]). The only difference between the two
systems is the sign of thhe matrix. Let the target set b¥r = [ 1;1]with T = 4, the input
setU = [ 5;5] and the initial statex(0) = 0:25. The initial state satis ekx(0)k  0:25,
which implies that the system can not be identi ed at tirrel regardless of the input. The initial
disturbancew(0) can always be chosen such thigD) =  x(0) which makes mode discrimination
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impossible. But by choosing a large enough input at timed, the controller can place the system
at a statex(1) from which it is possible to identify the system at tinwe?2.

In the above example, the mode discrimination approach will be able to discriminate the true
mode of the system using a non-arbitrary sequence of inputs and can then achieve the task. How-
ever if the goal was to stay close to the origin at tifne= 2, the discriminating strategy might
render the reachability objective impossible. There is yet another class of modéiere mode
discrimination itself is impossible. For such systems, an adaptive controller should not be designed
with the goal of guaranteed mode discrimination, but should instead do some combination of op-
portunistic discrimination and robust control to solve Problem 2. The following example is such a
collection.

Example 3. Consider the following two mode system wify; B,; W) = (1;1;[ 1;0:5]) and
(A2;Bo;W5) = (1;1;] 0:5;1]). Note that the only difference between these one-dimensional
systems is the disturbance set which has the same width in both cases, but is centered on different
values. Let the initial state be(0) = 2. Both disturbance sets share some common values

[ 0:5;0:5] and thus it is impossible to guarantee that one can discriminate between the two of
them. However if the target set to be reached is wide enough ¥:g5 [ 1;1]) and there is

suf cient input authority (e.g.U = [2; 2]), a simple linear controller (x) = x achieves the task
robustly for anyT 1.

As we see from these examples, neither being agnostic to the mode, nor trying to identify the
model rst might be the best strategy, depending on the problem in hand. Motivated by this fact,
we want to design an adaptive controller that can adjust its gain based on an estimate of the mode
as needed subject to a given exploration-exploitation pro le. Rather than searching for arbitrary
adaptive controllers, we will search through a set of adaptive controllers that have an estimator
and a controller with linear gains that are adapted based on the output of the estimator as pictured
in Figure 4.1. Thus, we will obtain a suf cient condition to Problem 2. We note that similar
estimation based control structures have been used for safe control of hybrid systems [159] but not
in the context of adaptive control.

4.3 Estimator Structure

In this section, the rst part of the proposed adaptive controller in Figure 4.1, the mode estimator
is introduced. The mode estimator is a set valued function. We also de ne two sets that relate the
estimator's output over time (an estimation sequence) to state-input trajectories that can generate
similar estimates.

To help with the de nition of the mode estimator, consider the following reachable set:
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™M) (Xo1; Uot 1)

(Xot; Uoxt 1) Pl
Internal Controller

~(Mo:t; Xo:t; Uoxt 1)

E Mode Estimator
Xoit; Uoit 1

Figure 4.1: The structure of a consistent belief controllewvhich, at each time, receives the
external behaviofx(0 : t);u(0:t 1)) and produces the control inpuft).

De nition 9. The reachable behavior set of modat timet is

8 9

g X(0) 2 Xo; E

o L _ uO:t 1)2Ut -
R(;t)= E (x(0:t);u(0:t 1) gk2 [0t 1 E (4.2)

x(k+1) A x(k) B u(k)2WwW

The reachable behavior set is the set of all state-input trajectories that can be produced by the
mode .
We use a simple set-membership mode estimatoX (X U ) ! 2 denedas:

x(@©:t);u@:t 1), f 2 jO:t)uO:t 1)2R(;t)g (4.3)

In words, the mode estimatégx(0 : t);u(0 :t 1)) attimet is a set containing all modes that
could produce the observed behavig(O : t);u(0 : t 1)). We also say that(x(0 : t);u(O :
t 1)) at timet contains all modes that ap®nsistentwith the observed behavior up to tine
Note that, by this de nition, the rst estimate is alway$x(0)) = . To simplify notation, we
denote the output of the mode estimator at timath (t) (i.e. (t), x(@O:t);u(0:t 1))
and a sequence of estimates witld : t) as is done for the state and input.

Remark 6. The estimatof4.3) can be naively implemented by, at each time and for each mode,
checking if state-input data is contained in an appropriately constructed polytope (one per mode)
given in(4.3). Since the length of the state-input data grows with time, so does the dimension of
polytopes in4.3)for the naive implementation. Yet, it is also possible to implement an equivalent
estimator recursively by using the estimafe¢ 1) at timet in a way to avoid this growth:

®, f 2 @t jx@) Ax(t 1) Bult 1)2W g: (4.4)
We will be interested in the set of all state-input trajectof® : t);u(0 :t 1)) that would
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produce a given estimatd0 : t), which motivates the next de nition.

De nition 10 (Consistency Set)Consider a vectom 2 (2 )'. The consistency s€(m) is the
set of all state-input trajectoriex(0 : t);u(0 :t 1)) that lead to the estimat@. That is:

Cm)=f(x(0:t);u0:t 21)jm= (x(O:t);u0:t 1)g:

While consistency sets are useful to characterize the behavior of the proposed adaptive con-
troller in the closed-loop, they are generally non-convex and hard to manipulate. However, we can
relate them to a convex set using reachable behavior sets.

First, we overload the reachable behavior set notation to de ne reachable behavior set for mode
estimates™

R(T;t)=f(x(O:t);u0:t 1))j8 2 = ( x(O:t);u0:t 1)2R(;t)g

and for sequences of subsets of moaeg (2 )!:

( )

R(m)=(x(0:k);u(0:k 1)) 8k 2 [0/1] :

(4.5)
(X(0:Kk);u(0:k 1)) 2R (mg;k)

This set, denoted @ (m) whent is either clear from context or irrelevant, provides a number
of helpful properties in the analysis and optimization-based control synthesis approach. First and
foremost,R (m) is a polytope for any choice oh.

Lemma 4. R(m) is a polytope for any choice ofi 2 (2 )T with some nite lengthr .

Proof. First, consider the s& ( ;t) for any choice of 2 my,; and0O t T 1. BecauseXg

andU are polytopes, the rst two constraints in (4.2) are polytopic constraints on the state-input
trajectory(x(0 : t);u(0 :t 1)). The last two lines of (4.2) form a nite number of polytopic con-
straints (containment byv ) on a linear function of the state-input trajectory. Theref&¢,t) is

de ned entirely by an intersection of nitely many polytopes (i.e. it is a polytope). Next, observe
thatR(Ma1;t) =\ om, R(5t) @andR(m) = \ o1 yR(Msa;t), which is a nite intersec-

tion of polytopes by niteness of and . ThereforeR(m) is a polytope. ]

We de ne a partial order on estimation sequences as follows: m°if and only if m.;
m?,, forallk 2 [0;t 1]. Then, the consistency set corresponding to an estimation sequence
m contains all the state-input trajectories that exactly leads to the estimateswhereas the
reachable behavior sets include the state-input trajectories that can lead to the estimmates in
also those that can leadio®form  m°® The relation of these two sets is illustrated in Figure 4.2
and formalized next.
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R( f2g) C( f29)

R( fig) C( f19)
X X

Figure 4.2: Anillustration of reachable behavior sets (left) and consistency sets (right) for a system

with = f1;29. We omitx(0) dimension as it is a singleton so the sets are showx irJ

space. Take, for instance, the length-two estimation sequence f2g. The setC( f2Q)

contains all state-input pairs that will lead to the estinfélg but not to the estimatklg at time

t = 1, whereas the séR( f2g) contains all state-input pairs that would lead to an estimate
(1) such thatf 2g (1). Reachable behavior sets are always convex, but can be overlapping

(left). Consistency sets, however, can be non-convex and collectively partition the space of possible

reachable behaviors (right).

Lemma 5. For a given sequence 2 (2 )!, the consistency set and the reachable behavior set

are related by the following equality:
!

c(m)= R(m)n [ R(m9 (4.6)

mom m?o

Proof. To prove this, rst note that, by utilizing (4.3) and (4.5), the reachable behavid® Gat)
is alternatively written as:

R(m)=f(Xx@O:t);u(0:t 1))jm 0 :t)g:

Thus the result follows. O

4.4 |Internal Controller Structure

In this section, the second part of the adaptive controller in Figure 4.1 is de ned. It is the inner
controller and receives as input both the state-input trajectory as well as the estimation sequence
from the mode estimator. We de ne the inner controller as a partial function:

~:M (X (X U))IU ; (4.7)

whereM denotes a set of estimation sequences that we cadkploration-exploitation pro le
Due to the structure of the estimator, not all estimation sequences are feasible. One main restriction
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is that the estimator is always “narrowing down” the hypotheses for the true system and will never
“add in” a new guess to its list. Hence, the largest exploration-exploitation pro le that does not
contain unnecessary estimation sequences that cannot occur for any system with any controller, is
given as follows:

M, ftm2@2) jmer = 28k2[LT 1M1 mMyg:

Given an exploration-exploitation prol& M | the actual domain of is a subset of the set

M (X (X U )). This is because the arguments of the function are coupled due to the
feedback loop. In particular, the inputs 2 M and state-input date (0 : t);u(0 : t 1)) must
satisfy(x(0 : t);u(0:t 1)) 2 C(m).

The rst input of the inner controller has only a nite number of values. This fact allows for
the partial function- to be analyzed g#/j individual partial functions, each of which is de ned
with respect to a singlen 2 M and denoted by, : X (X U ) U . Overall, the inner
controller has two coupled design parameters: the exploration-exploitation gvo End the set
of controllersf ~jm, Om2m - With this in mind, we will rst discuss closed-loop consistency sets and
a suf cient condition for a controller to provide a solution to Problem 2. Then, we will provide
a parameterization fok~j, gmom that allows for searching controllers within an optimization
framework.

Again, we introduce a slight abuse of notatigg, (t) , ~jm(X(0:t);u(0:t 1)).

4.4.1 Closed-Loop Trajectories and Robust Reachability

The largest possible exploration-exploitation proMe is used in a controller of the form (4.7).
However, the design of this controllefM ) shapes the state-input trajector{eg0 : t);u(0 :

t 1)) that can be observed of the system. We will call this new set of state-input trajectories,
constrained by the controller, tledosed-loop consistency sal/e then show that for a controller

to be a solution to Problem 2, the closed-loop consistency set it induces should lead to behaviors
that reach the target skt-.

De nition 11. [Closed-Loop Consistency Set] The closed-loop consisten&(iset ~j,,,) for the
estimation sequena@® 2 (2 )T with the controller associated witm 2 M is the set of all
elements o ®s consistency set that are reached with the disturbance contrejjgr In math, the
closed-loop consistency set is:
(" # )

x(0:t) c(m9) 8k2[0o;t 1]:

0 =
C(M® ~jm) uO:t 1) uk) = ~jm (X0 : k);u(0 : k 1))
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The closed-loop reachable behavior set can be de ned similarly:
¢ 0:t i 8k2 [0t 1]: )
x(0:1) R (M9 [G; l:

R(MS~jm) , , _ Y- O -
uo:t 1) U(k) = ~jm (X0 : K):u(0 : k 1))

wherem;m°® 2 M . It follows that C(m%~j,,) R (m%~j,) sinceC(m% R (m9 by
Lemma 5.

In the example shown in Figure 4.2, the closed-loop consistency(set; j ) is the restric-
tion of the orange set to the manifold de ned byk) = ~j (x(0 : k);u(0 : k 1)) for all
k 2 [0; t]. This might be a convex or non-convex set depending on the funegion

Now, we introduce the reachability condition that the controller must satisfy in order to solve
Problem 2. The condition can be written in terms of a reachability constraint for each sequence
m2M

Proposition 6. Consider a system of the for(d.1) and an adaptive controller™ ) de ned as
in Figure 4.1 with mode estimator given in(4.3) and inner controller~ given in(4.7). If for all
m 2 M itistrue that

8x(0O: T 1u(0:T 2)2R(M;~jm):
8 2my; 8wy 12W (4.8)
(AX(T 1)+B ~n(T 1+w(T 1)2Xr;

then all closed-loop trajectories of the system's state reach the target set af tffmee x(T) 2 Xt
with (M ),

Proof. Consider an arbitrary closed-loop state-input trajector@ : T);u(0 : T 1)) for the
xed controller M ) and the corresponding estimation sequemce= (0: T 1)2M . By
de nition of consistency sets, we hayg&(0 : T 1);u(0: T 2)) 2 C(m ) and, by Lemma
5O :T 1;u0:T 2) 2 R(m ). Moreover, since the inner controllef,, is used,
we have(x(0: T 1);u0:T 2)2R(mM ;~n ). With this in mind, if the condition (4.8)
holds for allm 2 M , it also holds form . Hence, by the last line of (4.8), the control input
u(T 1)= ™M )T 1)guarantees that the nal state reaches the targetXi(€) 2 X1). O

Finding arbitrary functions that satisfy Proposition 6 is a fairly dif cult task. To simplify the
search process, we constrain the class of the controllers considered to those with a certain af ne
parameterization.
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4.4.2 Disturbance Feedback Parameterization

In this section, we restrict the class of controllers so that Proposition 6 can be veri ed via optimiza-
tion. In particular, for eacim, we restrict the controlletj,, to be an af ne disturbance feedback
controller with memory.

A disturbance feedback controller takes the form

~jm (X(O t), U(O t 1)) = K (m[131+1] )W(O t 1) + k(m[1:t+1] ), (49)

where the disturbance at all times before the current time step are recovered using the state-input
trajectory via

WK) = x(k+1) A oqgx(k) B qou(k) 8k2[0;t 1 (4.10)

where {t) is a speci c mode ifm.; chosen as is done in [166]. One can observe tHat,s a
linear function of the state-input trajectory as it is a composition of a linear function with a linear
function. Moreover, parameterizing the controller with gain@'w:t+u) | k(Meen) that multiply

the disturbances results in control parameters entering the problem in a linear way [60].

The inner controller ~,, can then be dened entirely by a pair of matrices
(K (M) kMun)) at each timet (i.e., T pairs of matrices in total for a horizon df). To
simplify the controller analysis, the inner controller will instead be represented with the following
blockmatrices for eacim:

h is
kM | (k(me2))>  (k(Mi2))> (k(mz)y>

K(m) 2 RnuT nwT.

where for > 0, the( + 1)™ block row (i.e., the rowsn , + 1 to rows( + 1)n,) are given by
h [
(K™ nyer spng KME) 00 (1,
Note that the rst block row is all zeros i (™). There is no componer (M) because no
estimate can be constructed with ju$0). Without the estimate at tim@ there is no need for the
proportional gain in (4.9).

For this speci ¢ choice of controller, many of the constraints and sets discussed thus far re-
main polytopic. For instance closed-loop consistency and closed-loop reachable behavior sets can
be expressed as in De nition 10 and Equation 4.5 with additional linear constraints. A linearly
constrained polytope is still a polytope, which allows us to make the following claim about the
closed-loop reachable behavior set:
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Lemma 6. For any pair of estimation sequenca®2 (2 )T andm 2 M created according to
(4.3), the closed-loop reachable behavior &m® ~j,,) is a polytope.

Proof. First, note thaR (m) is a polytope as shown in Lemma 4. Next, because we have made
the assumption that the controller component uses disturbance feedback of the form (4.9), the
constraintu(k) = ~jn, (k) is equal to

u(k) = K Medyy + kMo for all k:

Therefore, the closed loop reachable behavior set adds an af ne constraint befkeandw(O :
k 1) (whichis itself a linear function of the state-input trajectoxy0 : k); u(0 : k 1))). Thus,
it is still a polytope. O

Given that the closed loop reachable behavior set is also a polytope, we can now write down the
previous conditions on reachable behavior sets in terms of the new closed-loop reachable behavior
set. Speci cally, the reachability constraints take a nice linear form when disturbance feedback
controllers are used. In particular, we have the following counterpart to Eq. (4.8). If for every
m 2 M the controller~ de ned in (4.9) satis es

8(x(0:T 1);u@:T 2)2R(M;~jm):
8 2m;8w(T 1)2W (4.11)
AX(T 1D+BKMWO:T 2)+kM)+w(T 1)2X+

whereW(k) is the estimate of the disturbance created using (4.10), then the system will reach the
target set.

4.5 Optimization-Based Solution

In this section, we present an optimization problem that searches for a solution to Problem 2 in
the form of a controller with the structure of Figure 4.1. The optimization problem is shown to
be bilinear, hence it can be solved using off-the-shelf tools for exploration-exploitation pro le
M . We rst analyze this optimization problem and then point out design methods for generating
alternative exploration-exploitation pro ldd .

Proposition 2 is encoded into a bilinear constraint for an adaptive controller in the following
proposition:

Proposition 7. Consider a linear system with the collection of modesa time horizonT and a
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target setX+. If there exists a solution to the following feasibility problem

Find KM;km
s.t.8m 2 M
~jm de ned as in(4.9) (4.12a)
(4.11)holds (4.12b)
8x(0:T 1);uO0:T 2)2R(M;~m);8t2[0;T 1]: (4.12¢)
~m(t) 2U (4.12d)
8m:m°2 M

— 0 —
My = My =)
K (M@ = K (mPl:t]); k(M) = k(mEL:l]); (4.126)

then the estimato(4.3) and the disturbance feedback gains which solve the problem de ne an
adaptive controller that solves Problem 2. Moreover, this problem can be rewritten as a bilinear
program.

Proof. First, note that the set of gainK (™; k(™ which satis es (4.11) alone may not

de ne a controller function M ) that is causal in the estimated mode sequence. This is because
the set of gains may de ne a non-causal controller or a controller that does not satisfy the input
constraints of the problem. (4.12e) guarantees causality of the controller by enforcing the same
gains to be used whenever the mode estimation pre xes are the same, similar to our earlier work
[127].

In addition to the causality constraints, we also constrain our controller to produce control inputs
within the setU. The constraints (4.12d) and (4.12c) guarantee that the input obeys this constraint
for any possible state-input trajectory at any possible time in the time hofizon

Furthermore, because the constraint (4.11) is satis ed, the causal controller de ned by

Km:km . alsosolves Problem 2.

To show that (4.12) is a bilinear problem, we will analyze each constraint.

First, note that the constraints (4.12e) are linear equality constraints on the gain variables.

Second, the constraint (4.11) can be written as the following set containment:

8 2mt 1:
Rr 1R(M;~jn) B (KMW (m) f kMg W X ¢

where Rt ; is the matrix that extracts the stalT 1) from any state-input trajectory
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1] #

x©:T 1) , and the estimated disturbance set is de ned as
uO: T 2)

n (o}
W = Hy (M KM KM)w hy o (m K™ kE™)

i.e. a polytope whose hyperplane matrices are a linear function of the decision variables. This
containment constraint, upon application of Lemma 1, results in bilinear constraints between the
containment dual variable and the decision variables. Similarly, (4.12c) and (4.12d) results
in bilinear terms because they are similar polytope containment conditions. Thus, the feasibility
problem contains linear and bilinear optimization constraints. O

A few remarks are in order to put Proposition 7 into context.

First, a robust controller (i.e. a controller which ignores mode information) can be obtained
by imposing the additional constraint th@g (™); k(M))'s are the same for ath 2 M . Such a
controller does not need a mode-estimator to be implemented. By de nition, the adaptive controller
developed in this chapter is feasible whenever a robust controller for Problem 2 exists.

Next, the computational complexity of the problem (4.12) depends on the cardiflity
of the exploration-exploitation pro leéM . As the number of elements M increases or de-
creases, so do the number of bilinear constraints (from (4.12c), (4.12d), and (4.11)); the number
of controller parameters in the problem scales V@M j). The quantityyM j itself can scale
prohibitively, especially with large time horizon#) j = O(2 1"). Finally, we note that since
we avoid state-space discretization, the scalability with respect to the continuous state-space di-
mension is more favorable when using an off-the-shelf industry-grade solver [63] compared to
abstraction-based methods.

In the next section, we discuss alternative exploration-exploitation pro les together with the
implications of using different pro les on the computational complexity.

4.5.1 Other Exploration-Exploitation Pro les

So far we have assumed that the exploration-exploitation pid leis used. This section considers
the adaptive controller design problem when proNe M is chosen. The computational
advantage of choosing a differavit is discussed before the requirements of such an exploration-
exploitation pro le are evaluated.

While Proposition 7 provides a suf cient condition for the existence of an adaptive controller,
the number of decision variables scales poorly with the time horflzand the number of modes
] ]. For this reason, it would be helpful to choose the exploration-exploitation phd |eM
instead. For some systems (e.g. Example 1), reachability analysis of the rst few steps in the time
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horizon can reveal that some elemems2 M are not possible (i.e., the estimator will identify
the mode attimé = 1, so there is no need to consider2 M wherejmy.,j > 1foranyk > 2).
Verifying that an estimator sequenoe 2 M is not possible can be done with the following
lemma:

Lemma 7. An estimation sequence 2 M can not be produced by any state-input trajectory of
the systen@.1)if R(m) = ;.

Proof. This proof follows from the de nition oR (m). ]

We can use Lemma 7 to obtain a lower cardinality exploration-exploitation pkd Iby remov-
ing fromM the estimation sequencessuch thaR(m) = ;. This will result in less variables in
the optimization problem (4.12). However, if we want to reduce the cardinality further, this should
be done carefully.

Speci cally, a solution to Problem 2 with a smaller prol&l M must satisfy both
a reachability conditiorand a condition on the set of all state-input trajectories produced by
controller. The reachability condition has been discussed previously (i.e., Proposition 6). The
condition on all state-input trajectories is stated as: For every closed-loop state-input trajectory
xO:T 21xu0:T 2), XO:T 1);u0:T 2) 2 M . This condition is guaranteed
when considering the pro I&1 because, by de nitionoM , (T 1)2 M for any state-input
trajectory of a system. Such a guarantee is not providelifom

To guarantee that the inner controller is de ned for every estimation sequence (and its
associated state-input sequence), a condition is added which enforces thajealerated by the
system’'s closed loop state-input trajectories belong to the pid IeTo achieve this, we introduce
the following proposition:

Proposition 8. Consider the systed.1)with modes . LetM (2 )T andf ~j,gmov be such
that8m° 2M nM;m2M ,

m® m =) R (M%~m) R (M;~jm) (4.13a)
m¢* m =) R (Mm% ~pn)=; (4.13b)

then the seM contains mode estimation sequences for all possible closed-loop state-input trajec-
tories, i.e. [
R = R(M; ~jm) (4.14)

m2M
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where

INWY/ ©

R = (x(O:T 1):u0:T 2) 9 2 : 82[0T 2]:

x(k+1) A x(k)+ B u(k) 2w E :

% Xx(0) 2 Xo;u(0:t 1)2 Ut
3
' ue= M)X(x(0:K);u(O:k 1)

Proof. By de niton, R R (m;~j,) foranym 2 (2 )T". R szm R(m;~m) quickly
follows from that.

Now, consider the arbitrary state-input traject¢xyO : t);u(0 :t 1)) 2 R . If there exists
a sequencen 2 M such that(x(0 : t);u(0 : t 1)) 2 R(m;~jn), then we can show that
R mov R(M;~jm), completing the proof.

First, note that for(x(0 : t);u(0 : t 1)) there must exist a valum 2 (2 )T such that
(x(@:t);u(0:t 1)) 2R (m ). Byde nition, m will belong toM

Suppose than 2M . Itis not possible fom * m forallm 2 M . By (4.13b), ifm * m
forallm 2 M , thenR(m ) = ; and thus no data will cause .

It is also not possible fom 2 M € with at least onen 2 M such thaim m. By (4.13a),
any state-input trajectory that satis €s(0 : t);u(0 : t 1)) 2 R(m¢; ~,) will simultaneously
satisfy(x(0 : t);u(0 : t 1)) 2 R(m;~jm). Thus, the estimator will seleat instead ofm as
its estimate (becausa m) andm is not possible. Thus, by contradictiom, 2 M for an
arbitrary elemenfx(0 :t);u(0:t 1)) 2R andR mom R(M; ~jm). O

ForanyM M | satisfaction of Propositions 6 and 8 guarantees that Problem 1 is correctly
solved. This requires reasoning about the emptiness of polytopic sets (see constraint (4.13b)),
which can be done with a bilinear constraint using Lemma 2.

Proposition 9. Consider a linear system of the for.1), a time horizonT, an exploration-
exploitation proleM M and a target seXt. If there exists a solution to the following
feasibility problem

Find KM;kmMm
s.t.(4.12) (4.15a)
8Mm°2M nM;m2M
m¢ m =) R (M%~jn) R (M;~jm) (4.15b)
mé* m =) R (Mm% ~jn)=; (4.15c)

then the estimato(4.3) and the disturbance feedback gains which solve the problem de ne an
adaptive controller that solves Problem 2. Moreover, this problem can be rewritten as a bilinear
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program.

Proof. A solution to (4.15) necessarily satis es (4.12) and thus guarantees that all state-input
trajectories from the sdt,,oy R(m) are steered to reach the target Xet By Proposition 8,
[ mav R(m) = R and thusall reachable behaviorsf the system reach the target ¥gt. There-
fore, a solution to (4.15) de nes a causal controller that solves Problem 2.

The problem is bilinear due to the constraints discussed in (4.12) as well as the novel constraints
(4.15b) and (4.15c). Speci cally, (4.15b) de nes a set containment constraint for polytopes of the
form:

E(mc; ~jm) = " # )

Hegme.op. (M K (M); k(M) ’;Eg f I g e ey (M K (M) k(M)
where Hg (me:~j,)(MS KM k(M) and hg (me.j, (M K (M; k(M) are linear functions of the
matricesK (M andk(™). To include this containment constraint into the optimization, Lemma 1 is
used and will introduce constraints wheravill multiply
HR (me:~jm) (M KM k(M): This product is a bilinear expression. Furthermore, (4.15b) is in-
cluded into the optimization problem via the application of Lemma 2. This constraint takes the
form similarly introduces a new variablewhich is multiplied by one of the matricé$g (mc;j,)
(m¢; K (M) k(m)y,

Thus, the feasibility problem contains only linear and bilinear optimization constraints]

~jm

Also note that the choice ®fl affects what information can be revealed about the system. For
instance, taking = f2 g', the onlyM with cardinality 1, we will be searching for controllers
that guarantee reachability while making it impossible to identify the mode for any outside ob-
server. By selectinyl , one can control at what time and to what level of accuracy the potential
true system modes are discovered. This, in return, can be used to encourage controllers that explore
or exploit more.

4.6 Results

In this section, Proposition 7 is used to synthesize controllers for four different case stitties.
rst case study contains a problem where the exploration-exploitation prdle and another
prole M satisfyingjMj = 2 are used to design an adaptive controller for the same system. For
the rst example, any controller that is applied will immediately gain information about the true

1An implementation of the optimization (4.12) and the code for reproducing the results can be fduitpsin
[ftinyurl.com/ywfk8m7m
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mode of the system and can exploit it. The second case study is composed of a system with modes
where the state of the system rotates counterclockwise about an unknown axis of rotation in the
plane. The mode of the system (i.e., the axis of rotation) is very dif cult to identify and thus it must

be solved with a large exploration-exploitation pro le. The third case study is a simpli ed version

of a drone system that may or may not be carrying a payload. In this instance, the controller adapts
to the payload so that the target set is reached. The nal case study considers two similar triple
integrator system with an uncontrollable subspace in their dynamics. By varying the dimension of
this uncontrollable subspace, this case study displays how the time required to solve the controller
synthesis problem varies with the dimension of the state dimension.

In all of the case studies, Gurobi [63] is used to solve the bilinear optimization problem (4.12).
We use YALMIP [90] to formulate the constraints of the optimization problem which are later
given to Gurobi and report both the constraint formulation time as well as the time it takes for
Gurobi to nd a solution.

4.6.1 Case Study 1: All Controllers Discriminate

Our rst example consists of a system where modes are opposing rotations. Speci cally, con-
sider the following two mode system (i.¢. ] = 2), where(A;B1; W) = (R=-4;12;W) and
(A2:B2;W5) = (R -4;12;W)g. Note that the two systems are nearly identical except for the
state update matrik which is either a clockwise rotation byradians R - 4) or a counterclock-

wise rotation by 5 radians R - 4).

The disturbancerpolytopfl is a scaled hypercub& = fw 2 R? j kwk w8, w = 0:25
the initial statexy = 1 0 ,the targ?]t setis and thie time horizén = fx 2 R?2jkx  xck
(4 + P 2) wgcentered on the point, = 2 + 0:5IO 30 :

For this system, the two modes are immediately distinguishable as alluded to by Figure 4.3 (left)
which shows how the reachable sets immediately separate when zero input is applied. A controller
that does not use this information (i.e., is mode agnostic) cannot solve the problem. The adaptive
controller produced by Proposition 7 does solve the problem as shown in Figure 4.3 (right).

When usingM , (4.12)'s constraints are constructed in 7.59 seconds via YALMIP and the
bilinear optimizer solves the problem in 0.05 seconds.

The immediate separation of the reachable sets suggests that many of the consistency sets for
m 2 M satisfyC(m) = ;. Infact, the algorithm correctly determines that the only two estimation
sequences that have nonempty consistency sets (out of 7) are:

m® = figflgflg; andm® = f2gf2gf2g:
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Figure 4.3: Left: Reachable sets for the two modes in the Opposing Rotations system. Note that,
with zero input, each system cannot guarantee that the target set will be reached, but with a very
simple closed loop controller, both systems can be identi ed at time 1 and then steered into the
target set. Right: The closed-loop reachable sets where the adaptive controller guarantees that the
target state (yellow) is reached regardless of if system 1 (top gure) or system 2 (bottom gure) is
the true mode of the system.

The two estimation sequences are used to cidate fm®; m@g, onlyM = fm®;m@g.
This is exactly as we expected from our intuition about the problem. For this valie,ahe
constraints of (4.12) are formed by YALMIP in 11.07 seconds and Gurobi solves the problem 0.04
seconds.

4.6.2 Case Study 2: Mode Discrimination is Not Possible

Now we consider a system where the state update matrices of each mode rotates the state about
an unknown pivot point irR?. In particular, consider the following two mode system (j.ej =
2), where(A1;B1; W) = (R=15;12;Wy) and(Az; B, W,) = (R=12;12;W5)g. Here the state
update matrixA is identical along with the input matri8. A is a rotation matrix for; radians
andl,, the input matrix, is the two-dimensional identity matrix. The two systems only differ in
their disturbance matrices. Here:

# " # g #

0 0 0

0
W= R- + + By(0:5); W= R- + + B,(0:5
1 12 11 11 2( ) 2 12 12 12 2( )

whereB,( ) = fw 2 R" j kwk, g is the n-dimensional hypercube centered at the origin with
sidelength? .

In this example, the state of the system is rotating about a point (¢ith&d] or[0 12]) as
the controller seeks to reach a targetset= B,(2) +[9:5 5F at the end of the time horizon
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Figure 4.4: Ten different runs of the system in Example 4.6.2 with the controller synthesized.
Runs of mode 1 (cyan) and mode 2 (magenta) both reach the target though they may or may not
be identi ed.

T=4.
For this system, it is not possible to guarantee that the mode is discriminated at any time in the

time horizon.
Optimization problem (4.12)'s constraints are constructed in 25.93 seconds via YALMIP and
the bilinear optimizer solves the problem in 0.26 seconds.

4.6.3 Case Study 3: Simpli ed-Drone System

In this example, a delivery drone performing altitude control is considered. The drone's attempt
to reach a target altitude is complicated by the fact that it may or may not be carrying a package.
This package has a known mass and the delivery drone would like to use a controller to identify
the mass while making progress in the delivery at the same time.
A simpli ed model of the drone's motion can be described with the following system with two
modes (i.ej j=2):
x(k+1)= A x(k)+ B (u(k) + w(k)) + f

where

;B = f= 0 8 2f1;2g;
0 1 = gt

W =[ 0505], U=[ 40 40]
andXt =1[2;4] [ 10 10}

A

The parameters used are given in Table 4.1.
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Symbol| my m, t g T
Value | 1kg 15kg 0.1s 10msf 8

Table 4.1: Constants used in the drone system's de nition.

Figure 4.5: Several runs of the drone altitude controller with mass randomly selected for each run.

Proposition 7 is used to nd a controller that identi es the mass while making progress towards
the target (i.e., solves Problem 2). Optimization problem (4.12)'s constraints are constructed in
31.67 seconds via YALMIP and the bilinear optimizer solves the problem in 0.18 seconds.

4.6.4 Case Study 4: Scalability Analysis

In this example, the impact of system dimension on the control synthesis method is studied through
a modi ed version of the system from [172]. The new system is composed of three loosely coupled
double integrators and a tuneable numibgrof uncontrollable dimensions. Thus, the dimension
of the system i$ + ny.
Consider the following two mode system (i.ej j = 2), where (A{Y;B®;wW) and
(AL B@: W), The modes of the system are governed by the matrices:
" # "#
A©) = ; B(© =

o @

O GARRRNPEFRNO w
o]
1
POOCOOCOOO0D N

O O O O o o
© O O o o
O O O o o o
o O O O O
o O O O O O
o O O o+ O
o O O O O
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Ny | Setup Time - YALMIP (s)| Solve Time - Gurobi (s)
0 65.79 0.55
2 81.87 0.82
4 87.24 1.28
6 111.80 1.74
8 129.26 2.64

Table 4.2: Controller synthesis times for systems of increasing dimension.

h [
AUV = Aﬁr Aar Agr Alljr Aﬁr Aar
2 3 2 3 2 3
1 O 0 1 0 O
0O O 0 0
0 1 0 1
A =8 AR =R AR
0O O 1 0 1
0O O 00 0 O
2 #e 4 # : #
. 10 1 10 2 10 M fge
Ac = blockdiad 10 2 ; 2 10 4 r e 15 Nuc )

2
With the discretization step oft = 0:5, A? is the time-discretized form a%(©, B{” is the time-
discretized form oB (9, andA; is the time-discretized version & which contains the same
entries agx except(A9,., which is de ned a:2.

hn this case study, an adapti\lle;‘ controller is sought for the system starting Xgom
= 60 0 60 0 70 Q 1.n, Withthe disturbance s&/ =[ 1;1]* "« time hori-
zonT =5 and target set:

Xr=[ 80, 40] [ 10,10] [ 80, 40] [ 10;10] [ 60, 20] [ 10;10] [ 10% 1CF]™«:

An analysis of the time required to nd a solution to (4.12) for various values,gis presented
in Table 4.2.
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CHAPTER 5

Controller Synthesis for KLTL Tasks

5.1 Introduction

As mentioned in Chapter 1 and discussed in detail in Chapter 4, designing decision-making systems
that adapt to parametric uncertainty is necessary for formal methods to be applied in many real-
world tasks. The method presented in Chapter 4 designed controllers using the set of potential
models and the exploration-exploitation pro le as inputs. The exploration-exploitation pro le can

be complicated to specify for a designer. The complexity of specifying exploration-exploitation
pro les for a task is much higher than that of specifying temporal logics like LTL and STL, for a
task. So, in this chapter, we present a method for performing the design task discussed in Chapter
4 but with a speci cation written in terms of a temporal logic (KLTL).

5.2 Problem Statement

We are interested in simplifying the results from Chapter 4 to make the synthesis problem be writ-
ten in terms of simpler components. In that chapter, we presented a method for designing a con-
troller that correctly satis es tasks while trading off internally between exploration and exploita-
tion. The trading off of exploration and exploitation was guided by an exploration-exploitation
pro le M in that work, but this parameter is novel and unfamiliar to others.

A better method for specifying exploration-exploitation trade-offs can be found through tem-
poral logics like KLTL [31]. The temporal logic KLTL adopts many operators from LTL [14], but
with an important component necessary for output feedback.

De nition 12 (KLTL Grammar) The grammar of KLTL is as follows:

=Rt A UK 5.1)
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in whichp 2 AP is an atomic proposition, while andU are the “next” and “until” operators.
Formulas of the typ&' are read as “the system knows that the formulholds”.

As is traditionally done in LTL [14] and STL [96], the operators (or “macros”jeventually)
and (always) can be de ned from the above grammar.

The semantics of this temporal logic will be de ned over the uncertain linear system (2.5)
discussed in Chapter 4. Recall its form below:

x(t+1)= A x(t)+ B u(t) + w(t); w(t) 2 W (5.2)

For more details about this system, please see Chapter 2 or 4. To develop semantics for this system,
we introduce the concept of the labelling function and the set of trajectory-mode pairs.

De nition 13 (Labelling Function) A labelling function for a set of atomic propositioA® for
the systen(5.2)is a function that describes which atomic propositions are satis ed at a given state
and with a given parameter, (i.&. : X I 2AP).

Let the set of all feasible trajectory-mode paixs ) that (5.2) can produce for a given con-
troller M ) over time horizorT (i.e.x = x(0 : T)) be:

8
E 2
_5(

IMW/ ©

X ) X(O) 2 XO
’ x(k+1) Ax(k) Buk)2W 8k2[0T 1] 5
uk)= MI)(x(0:k);u0:k 1) 8k2[0;T 1]

T(; ™)),

With this labelling function and the s&( ; ™ )) in mind, we now de ne the KLTL seman-
tics for systems with unknown parameters.

De nition 14 (KLTL Semantics for Systems With Unkown ParametefQr any pair of a state
trajectoryx and unknown parameter, interpret the KLTL operators as follows:

* (i ;1) Fopifp2 L(x(i); )

(X)) Fopif(x ;i) 6 p

s (% GI)FE TN 20 (5 5T)FE T rand(x; i) FE 2

c(si)FE TGS +1) F

« (x;;i)F "1U'if9f Osuchtha(x; ;j )F ' ,and80 k<j,(x;;k)F ',

« (X ;i) E K ifforall (x% 92T ( ; M )st(x ) i (x% 9, wehavex® %i)F ' .
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In our case, we de ne the similarity relationship as(x; ) i (x% 9 if and only ifx(0 : i) =

xq0 :i).

Remark 7. Normally, temporal logic semantics are independent of controllers lie. We note

that this is also the case for KLTL semantics, but to simplify this exposition we have included the
set of all closed loop trajectories into the semantic de nitiorkof The seff ( ; ™ )) can be
replaced by any set of trajectory-mode palrghat the systernt2.5)is restricted to (either with or
without control).

Remark 8. KLTL appears to be so similar to LTL that some might wonder whether or not it is truly
a distinct language (i.e., a curious reader might ask whether or noKttagerator is a macro).
KLTL is distinct from LTL as is described in Appendix C. The distinction can be stated in fewer
words by saying that KLTL can be used to de ne hyperproperties while LTL can not.

Remark 9. KLTL is de ned independently of the estimator used in an adaptive controller. This
degree of freedom also makes the synthesis problem different from other LTL-based approaches.

Now that we have introduced KLTL, we can formally state the problem that we would like to
solve in this chapter.

Problem 3. Consider an uncertain linear systefd.5) and a KLTL formula . Identify a con-
troller  such that the closed loop system satsi es the formula (i ; 0) F ' for all
(x; )2T( ; ™)))according to the semantics from De nition 14.

5.3 Approach

Our approach solves the problem by manipulating the set of all trajectory-modd gairs M )).

This set can be decomposed into a union of polytopes, as shown in the following section. Each
element in this union is a set of trajectories that satisfy a particular KLTL formula. By identifying
the KLTL formulas that are implied by the overall taskn Problem 3, we create a framework that

can be used to nd controllers that properly manipulat& ( ; ™ )) and thus solve Problem 3.

In this section, we will repeatedly use the above approach to discuss how to nd controllers
that solve Problem 3 for several classes of KLTL formulas (i.e., speci ¢ KLTL formula templates).
After the approach is understood for these KLTL formula templates, then it should be possible to
formulate a solution to Problem 3 for any KLTL formula.

Before presenting our analysis of different templates, we rst introduce the following assump-
tions:

Assumption 1. Throughout this chapter assume that each atomic proposttisrassociated with
a polytopic se§, X or adiscrete sef’, such that either:
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* x2S, | p2L(x; ),or

* 2% 0 p2L(x).

A proposition that has an associated polytopic set representation in the state space will be called
astate-based propositioand a proposition that has an associated discrete sefill be called a
model-based proposition

For the sake of illustrating our sketch of a solution to Problem 3, we discuss what constraints
need to be satis ed in order for the system (5.2) with controlléo satisfy simple formulas. We
discuss what constraints are needed in order to satisfy:

(X ;0Fp
*(x;0F *
(X ;0 F .U
* (X ;0 F K

The other formula components'(,' 1 ' ,) can all be interpreted in a straightforward manner
from our de nitions of the above operators.
We are interested in making guarantees ao(t; ™ )) for system (5.2) with controller
(M) To analyzeT ( ; ™)), we represent it with a combination of convex sets.

Lemma 8. The set of all feasible, closed-loop trajectory-mode p&x® : T); ) that a system
(2.5) can produce for a given controller™ ) over time horizorT is equivalent to the following
union of polytopes:

T(; ™M)= [ [ RotR(M;~jm) f g (5.3)

m2M 2my 4
whereR[o.-1] i%a matrix that selects the stalte from tifeo the end of the trajectoryx(k : T 1))
>

of the vector x(O: T 1) u(0:T 2)> and we introduce the one-step extensMn of
the pro le M  with controller M ) as:

S 9

E 9 2 ;(x(O0O:T);u@:T 1): 3
M m2 (2 )T+1 x(k+1) Ax(k) Buk)2w 8k2[0;T 1]~ :

3 ukk)2U 8k2[0;T 1] 3

M = (X(O:K);uO:k 1)) 8k2[0;T 1]

Proof. This proof holds given (4.14) and the fact tix40 : T) can be exactly de ned as belonging
to a polytopic projection oR (M; ~jr). O
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Remark 10. We have assumed that the controll€¥ ) is written with respecttt to guarantee
that the set is well-de ned. The pro I may be replaced with any exploration-exploitation
prole M M  thatwill also guaranted ( ; ™)) iswell-de ned (i.e., any such thai(4.13)
are satis ed).

5.3.1 Satisfying Atomic Propositions

The following two propositions describe how to verify whether or not a formula composed of a
single atomic proposition can be evaluated when given Assumption 1.

Proposition 10. Consider an uncertain linear systef®.2) and a state-based atomic proposition
p. The system under controllersatis es the proposition = pifforall m 2 M

RoR(M;~jm) S (5.4)

Where Ro is a matrilx that selects the state at time &(Q)) of the vector
x(0:T)” uO:T 1)y

Proof. Each trajectory-mode pafx(0 : T); ) 2 T( ; ™ )) satis es the formuld if the rst
state of the trajectory is in the s8§.

The proof of this proposition holds because of the union in (5.3). If each of the reachable sets
R(m;~jm; ) satis es (5.4), then the full sef( ; M )) satis es the set containment as well.
Thus, all trajectories of the system satisfy the single state-based formula. H

The constraint (5.4) is a polytope containment constraint. Thus, we know it can be transformed
into a set of bilinear constraints using Lemma 1. So, for state-based atomic proppsitiding
a controller that satis es the bilinear constraint (5.4) guarantees that the propgsitisatis ed.

Proposition 11. Consider an uncertain linear systg®.2) and a model-based atomic proposition
p. The system under controllersatis es the proposition = pif and only if =

Proof. The formula is only satised if 2 ,forall(x; ) 2 T( ; ™M )). By de nition, every
mode 2 isrepresentedi ( ; ™M J), sothe formula is only satis ed if , also contains all
modes (i.e. , = ). H

Thus, only one speci ¢ model-based atomic proposition can be satis ed in this way. This makes
sense as the model is not in uenced by the controller and can take any value in
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5.3.2 Satisfying Formulas with Repeated Next Operators

If Problem 3 is solved for a formula (' ), then all trajectories of system (5.2) satisfy formula
' attimet = 1. Such trajectories satisfy the formula at the “next” time after 0 (where our
semantics normally start). So, when the next operator is repeated more than once:

k —

k times

then the formula should be satis ed at time step= k in order to satisfy k' .
This is equivalent to simply applying a linear transform to theRetand thus can be easily
incorporated into convex optimization-based approaches.

Proposition 12. Consider an uncertain linear systegf®.2) and an state-based propositipn The
system under controller™ ) satis es the formula Xpifforall m 2 M

Ro RxgR(M;~jm) S (5.5)

WhereR[k;his a matrix that selects tlhe state from tikneo the end of the trajectory(k : T)) of

the vector x(0: T)> u(0:T 1)

Proof. The proof of this is similar to that of Proposition 10. By proving that euetyelement of
the state sequence satis es propositprave prove that the formula is satis ed. If thé' element
of the trajectory satis es propositiomin eachR(m; ~j., ), then by (5.3) all trajectory-mode pairs
inT( ; ™)) satisfy the formula. O

Again, (5.5) is a polytope containment constraint. Thus, we know it can be transformed into
a set of bilinear constraints using Lemma 1. So, for state-based atomic propgsitiahing a
controller that satis es the bilinear constraint (5.5) guarantees that the propositipis satis ed.

Proposition 13. Consider an uncertain linear systgi®.2) and a model-based propositiqgm The
system under controller satis es the proposition ¥pif and only if , =

Proof. This proof follows from the proof of Proposition 11. O]

Thus, only one speci ¢ model-based atomic proposition for which can be satis ed. This
makes sense as the model is not in uenced by the controller and can take any value in

Remark 11. The approach for nding controllers that satisfyp can be extended to nd con-
trollers that satisfy p as well. This is because the formula is satis ed if there exists & such
that *' is satis ed. Finding ak and a controller such that ¥' is satis ed (for nite time hori-
zon problems) can be done by formulating a MILP with the constraints (o) and decision
variablek.
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5.3.3 Satisfying Formulas with the Until Operator

If Problem 3 is solved for a formula (U' ,), then all trajectories of system (5.2) satisfy formula
' 1 for all times up until some tim& O where' , must be satis ed.

When the formulas ; and' , are both state-based atomic propositions, this is equivalent to a
sequence of many polytope containment constraints which can be easily incorporated into convex
optimization-based approaches.

Proposition 14. Consider an uncertain linear systeff.2) and state-based atomic propositions
p:; p2. The system under controllersatis es the formulg,Up, if there exists & 0 such that
forallm 2 M

RiR(M;~jm) S, 8 K (5.6)

and
Rsi R(M;~m) S p,: (5.7)

Proof. The proof of this proposition can be thought of as a combination of the proofs of Proposi-
tions 10 and 12. ]

Again, (5.6) and (5.7) de ne a collection of many polytope containment constraints. Thus, we
know they can be transformed into a set of bilinear constraints using Lemma 1. So, for state-
based atomic propositioqs andp,, nding a controller that satis es the bilinear constraint (5.5)
guarantees that the formypaU p, is satis ed.

5.3.4 Satisfying Formulas with the Knowledge Operator

If Problem 3 is solved for a formula&( ), then any similar trajectory-mode pgik® 9 of system

(5.2) (i.e.(x% 9 suchtha(x® 9 4 (x; ))satises' . Thisformula is dif cult to satisfy because
control inputs do not affect knowledge at tihe= 0. Control inputs can impact the satisfaction

of a formula the knowledge operator when other temporal operators are included. An example of
such a formula is discussed at the end of this section and is referred to as the learn, then reach
formula template.

Proposition 15. Consider an uncertain linear systef®.2) and a state-based propositign The
system under controller satis es the propositiofK p if and only if the system satis g5

Proof Sketch.This is because the state of the system is directly observed and thus the system
“knows” if it satis es the formula immediately. ]

Proposition 16. Consider an uncertain linear systgi®.2) and a model-based propositiqgm The
system under controller satis es the propositiotK p if and only if , =
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5.3.4.1 Satisfying the Learn, then Reach Formula

The formula that we call the learn, then reach formula is:

= I Kp 3 Mp):

This more complicated formula uses tkeoperator as a precondition in an implies statement.
Thus, this statement only is applied to trajectories that saighyat timej and no other trajecto-
ries. We can extract this set of trajectories using the following Lemma:

Lemma 9. Consider an uncertain linear syste2)and model-based propositigrwith €,
For such a system and formula, the following sets are equivalent:

. [
f(x; )i(x;0F 'Kpg= CM;~jm) Mrs (5.8)

m2M stmj. €

where the consistency set de nition is in De nition 10.

Proof. Note that, by de nition of |, the set of trajectory-mode paifg® 9 that satisfy(x; )
(x% %isC(M; jm) My Wheremygss = (X0 : k);u(0: k 1)). If the initial trajectory-
mode pair(x; ) is chosen properly, them;,; €, and the set of related trajectories is all
guaranteed to satisfy | Kp. Thus, the formula 1Kp is satis ed for any trajectoryx; ) such
that (j) ©,. Thus, the equality (5.8) holds.

O

With this result in mind, we can present the following result for nding solutions to Problem 3
with the formula 1 (Kp; =) Kpo).

Proposition 17. Consider an uncertain linear systef®.2), a model-based atomic propositipa
and a state-based atomic propositipp. The system under controllersatis es the proposition
(Kpy =) kpp) ifforall m 2M  suchthatm; €,:

R+iR(M;~jm) S p,: (5.9)

Proof. The precondition of the implies indicates that the formula is satis ed if all trajectory-mode
pairs(x; ) that satisfy !Kp,; also satisfy 1*¥p,. The set of trajectory-mode pai(g; ) that
satisfy Kp, is given in Lemma 9. Furthermore, using the properties of consistency sets from
Chapter 4, the set satis es

[ [
Cm; ~jm) R(M; ~jm):

m2M stm; € m2M stm; €
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Therefore, if (5.9) is satis ed for alR(m;~,) wherem 2 M then it also holds for all
C(m;~m). Then, applying the results from Proposition 12, we can verify that all such trajectory-
mode pairs satisfy the nal formula /**ps,. O

5.4 Satisfying More Complex Formulas

In the last section, we discussed how to verify whether or not a system (5.2) with contf¥ller

satis ed some basic formula templates. Each of these templates typically involved the application
of one operator at a time. In most speci cations used in the real world, however more than one
operator needs to be used in order to completely specify the task. We provide examples in this
section of two realistic formula templates that would be of interest to adaptive controller designers
and how to design them using the tools discussed in this section.

Proposition 18. Consider an uncertain linear systef®.2) and a state-based atomic proposition
pr that is satis ed when the system reach€s. A solution to the optimizatio(#.12)de nes an
adaptive controller that guarantees the formula=  Tpy is satis ed for the syster(b.2).

Proof. A solution to (4.12) de nes an adaptive controller that satis es Problem 2Xfor The
nite-time reachability task in Problem 2 is exactly " pr wherepy is a state-based atomic propo-
sition with associated polytoper. Thus, the solution to (4.12) determines a solution to Problem
3 for the nite-time reachability speci cation Tpr. O

We can slightly modify the proposition above to de ne controllers that satisfy more complicated
formulas:

Proposition 19. Consider an uncertain linear systgm.2)withj j =2 and a target time horizon
T. Assume that the target time horizdnis large enough that modes can be distinguished. Also,

consider the following atomic propositions:
- model-based propositiors,’ andp{’ (with associated setls ;g andf g, respectively),

along with
- state-based propositions” andp'? (with associated seté” andXx?, respectively).
The system is guaranteed to satisfy the formula:

h i h [
= (Kpd 3 o) N (Kp = pr)

if the following optimization problem is feasible
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Find K(M):k(Mm)

m2M
s.t.8m 2 M

~jm de ned as in(4.9) (5.10a)

~jm(t) 2 U 8t2[0;T 1] (5.10b)
m2fm2M j9 2[L,T 1] m =flgg:

RrR(M;~jm) X & (5.10c)
8m2fm2M j9 2[4 T 1m = f299:

RrR(M;~jm) X & (5.10d)
8m;m°2 M

Mg = My =) KMo = Kby kMoo = kMa); (5.10e)

Proof. The proof of this follows from the proof of Proposition 18 and the de nition of the KLTL
operators in the previous section.

First, note that the constraints (5.10a), (5.10b), and (5.10e) de ne an adaptive controller that
incorporates an exploration-exploitation proM . The adaptive controller considdvs so the
set of trajectory-mode paiB( ; M )) is properly de ned.

Let us now analyze the other constraints to identify whether or'nad satis ed for all
trajectory-mode pairg ( ; ™M )). First, note that this formula is composed of two parts which
are identical in structure. For that reason, we will focus on the rst part of the formula:

(Kpe' =) pr):

This part of the formula is satis ed if for any timi at whichKp{ is satis ed, then at a later

timej + k at the state-based propositipﬁ) is satis ed. This can be written mathematically as
saying that (K pf<1) =) p(Tl)) if for any j andk such that the learn, then reach speci cation
(Kpy =) Kp,) is satis ed.
The “learn then reach” speci cation is satised fprandk = T j ifforall m 2 M  such
thatm; f 0
Ri+iR(M;~jm) S p,

according to Proposition 17. This constraint is satis edjfer T if (5.10) is satis ed (due to
constraint (5.10d)).

All trajectory-mode pairs i ( ; M )) satisfy the formula . optimization (5.10) guarantees
formula’ Constraint (5.10c) O
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5.5 Results

In this section, the propositions developed in Section 5.4 are applied to two illustrative examples.
In the rst example, the system is reduced to a point where the implementation of Proposition 19
can be done by observation. In this example, we show that the system satis es the constraints of
(5.10) and that it also satis es the associated formula template. In the second example, a drone
system is presented with a task that is a learn, then reach formula. For this system, the bilinear
optimization problem is solved quickly and an adaptive controller is produced that properly adapts
to a faulty drone dynamics.

5.5.1 Similar Rotation System

The rst example in this section will consider will not include control. When this is the case, the
number of trajectories that can be produced is a bit simpler and the analysis can be done without
software.

Consider a similar rotation system similar to that of Section 4.6.1. Similarly, we consider
the following two mode system (i.ej j = 2), where(A1;B1;W;) = (R=4;0;,f0g) and
(A2;B; W5) = (R =-4;0;f0g)g. Note that the two systems are nearly identical except for the
state update matrid which is either a counterclockwise rotation hyradians R - 4) or a coun-
terclockwise rotation by ; radians R - 4). h i
The initial state set of the systemXg=f 1 0 g.
Now consider the following formula:

h i h [

e ke ) ki )

where

« p andp?’ are model-based propositions with associated 8&ts= f1gand€® = f2g,

respectively, and

. p(Tl) and p(TZ) are state-based propositions with associated ¥ét5 = [ 0:5;0:5]

[ 1.5; 0:5]andX® =[ 0:5,0:5] [0:5;1:5]

For this problem, one only needs to evaluate the trajectory-mode(gairswherex = x(0 : 2)
in order to determine that is satis ed. Note the following reachable behavior sets:
h i
c Att=0:R(f g)= Xpo= 10

e Att=1:
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h

p_ _
-R( flgg= ( 1 0 -2 £ ;0
h [ p7i>
-R( f290= ( 10 -2 %2 ;0
-R()=
e Att=2:
h b_ b_ i. h s
- R( flgflg)= ( 10 2 20 1 ;00 )
h b p_ i. h i,
- R( f2gf2g)= ( 10 -2 -2 01 ;00 )
-R( flg=;
-R( f29=;
-R()=
Thus, we know that the set of all trajectory-mode pairs of length 2 is de ned as
h P P s h P. P s
T(; ™M)= (102 20 1 ;flgi( 102 -2 01 ;f2g)

for this system. By observation, the following properties hold for this set of trajectory-mode pairs:

« The rst trajectory-mode pair satis es I Kp{’ forj 1(i.e.(xy; 1,00 KpY 8

1) . Similarly, the second trajectory-mode pair satis es Kpf(z) (e. (X2; 2;0) F
ijff) 8j 1). This is true because the number of trajectory-mode pairs that satisfy

each ! Kpﬂ‘) forj landk 2f 1;2gis one for each assignmentjoaindk.

« The rst trajectory-mode pair satis es 2pt” (i.e. (xi; 1;0) E  2p!”) and the second
trajectory-mode pair satis es 2p® (i.e. (xz; 2,0)F  2p?).

The two observations above are enough to concludé tlimsatis ed. Now, to verify that Propo-
sition 19 correctly detects this, we evaluate each of the constraints in (5.10). Because we assume
that there is no input (i.eu(k) = 0 8k), we assume that all input constraints are trivially satis ed
(i.e. (5.10a), (5.10b) and (5.10e) may be ignored).
Consider constraint (5.10c). This constraint needs to hold famaR f f1gflgg (there is
only one sequence tkhat contains the mbiig). Th|u>s, ﬁonstlrilint (5.10c) only needs to be satis ed

P~ p
forR( flgflg)= ( 1 0 2 -2 0 1 ;0 O ) .Now,
(ll #)
0

R,R( flgflg) = 1
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andR,R( figfig) X &,
A similar line of reasoning proves that constraint (5.10d) also holds for this example.

5.5.2 Drone with Corrupted Velocity Commands

The second example in this section will consider will include control. In this example, we consider
a drone which is modeled as a single integrator (i.e. we assume that we control the drone's velocity)
in the two-dimensional plane.

Consider the system as.a two modeI instance [i.¢.= 2) of (5.2), where the state is a two-

dimensional vectox(t) = p.(t) p,(t) representing the drone's position in the x- and y-
axes of the plane. Let the system be represented by two t(flés;; W) = (1;Rq; W) and
(A;B2;W3) = (I;R =15, W)g. Note that the two systems are nearly identical except for the input
matrix B which is either a counterclockwise rotation fyradians R = 1) or no rotation (). This
indicates that either velocity commands are corrupted (i.e. rotatedrayglians) or not. Corruption

of the velocity command can be the result of damage to the drone, software errors, and much more.

The set of disturbanced/ = fw 2 R? j kwk 0:1g, the sethof alllowable inputsld = fu 2

R?jkuk;  0:5g and the initial state set of the systenXig=f 0 0 og.
The task for this system is as follows:
h (1) (1) oh (2) (2) |
1= (Kpe' = pr) N (Kpe = Pr)
where

- p andp?’ are model-based propositions with associated 8&ts= f1gand€® = f2g,

respectively, and

« pi andp!? are state-based propositions with associatedgts= [1:2;1:8] [1:0; 1:4]
andX® =[0:5;1:1] [L0; 1:4].

In other words, if the drone learns that its control commands are corrupted then it should reach
regionXT(z). If the drone learns that its control commands are not corrupted, then it should reach
regionXT(l).

The optimization presented in Proposition 19 can be solved to nd a controller that guarantees
this speci cation is satis ed. The optimization is solved in 1.38 seconds (with a constraint setup
time of 56.34 seconds). The result of this optimization can be applied to the simulated system
above for various realizations of the unknown parameters as shown in Figure 5.1 or applied on a
real drone system (i.e., the Crazy ie 2.1) as is visualized in Figure 5.2.
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Figure 5.1: For the drone with potentially corrupted velocity commands, we design a controller
using Proposition 19. The adaptive controller correctly steers the corrupted or normal system into
the correct region@(T(l) inred, orXT(z) in magenta) as is guaranteed by the proposition.
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